UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM

TiNH THANH HOA Poc 1ap - Tw do - Hanh phiic
S6:0p29 /TTr-UBND Thanh Hod, ngay 34 thing 11 ndm 2019
TO TRiNH

pe nghl quyét dinh chii trirong ddu tw dy 4n trang thiét bi mdy chi,
thiét bj mang dé xay dung Trung tam dir liéu va diéu hanh an toan,
an ninh mang tinh Thanh Héa

Kinh giri: Hbi dong nhan dan tinh Thanh Hoa.

Can ctr Luét T4 chirc chinh quyén dia phuong ngay 19/6/2015;

Cén cr quy dinh cta Luat Déu tu cdng ngay 18/6/2014; Fsuat Ngén sach
nha nudc ngay 25/6/2015; Luat Xay dung ngdy 18/6/2014; Luat Cong nghé
théng tin ngay 29/6/2006; L.udt An toan thong tin mang ngay 19/11/2015; Luat
an ninh mang ngay 12/6/2018;

Cén cu cac Nghi dinh ctia Chinh phu s6 136/2015/ND-CP ngay
31/12/2015 vé viéc huéng dan thi hanh mét sb didu cia Luat Déu tur cong; so
120/2018/ND-CP ngay 13/9/2018 vé sira dbi, bd sung mot sb didu Nghij dinh sé
77/2015/ND-CP ngay 10/9/2015 cia Chinh phii vé& ké hoach diu tu céng trung
han va hing nim, sd 136/2015/ND-CP ngay 31/12/2015 cia Chinh phu vé
huéng din thi hanh mét sé didu cta Lust Pau tir cong va sd 161/2016/ND-CP
ngay 02/12/2016 ctia Chinh pht vé co ché dic thil trong quéan ly ddu tr xay
dung dbi voi mot s§ dur 4n thudc céc chuong trinh muc tidu qudc gia giai doan
2016 - 2020; sb 68/2019/ND-CP ngay 14/8/2019 vé quan 1y chi phi du tur xay
dyng; s6 59/2015/ND-CP ngay 18/6/2015 vé& quan Iy dy an diu tu; sb
42/2017/ND-CP ngay 05/4/2017 vé sira dbi, bd sung mot s6 didu ctia Nghij dinh
s6 59/2015/ND-CP ngay 18/6/2015 cua Chinh phii; s6 163/2016/ND-CP ngay
21/ 12/2016 quy dinh chi tiét va huéng dﬁn thi hanh Luat Ngan sach nha nudc;
s6 102/2009/ND-CP ngay 06/ 11/2009 v& quan ly dau t Ung dung cdng nghé
thong tin st dung ngudn vén ngén sach nha nuéc; sb 64/2007/ND-CP ngay
10/04/2007 vé quan ly img dung cong nghé théng tin trong hoat ddng cua co
quan nha nudc; sé 85/2016/ND-CP ngay 01/7/2016 vé bao dam an toan thong
tin theo cip dd; s6 142/2016/ND-CP ngay 14/10/2016 vé ngén chin xung dot
thong tin trén mang; \

Cin cr cac Quyét dinh cha Chinh phi: s6 1819/QD-TTg ngay
26/102/2015 vé phé duyét Chwong trinh qubc gia vé tng dung cong nghé théng
tin trong hoat dong clia co quan nha nuéc giai doan 2016-2020; sé 1017/QD-
TTg ngay 14/8/2018 vé phé duyét D& 4n giam sat an toan thong tin mang phuc
vu Chinh phu dién ti;



2. Suwr phit hop véi cdc quy hoach, ké hoach phat trién kinh té - xa hdi
ciia tinh va quy hoach phat trién nganh

Viéc diu tur du 4n s& gép phan ddy manh (mg dung céng nghé théng tin
trong cac co quan Nha nudc; ndng cao chat lucmg, hiéu qua cdng tac quan ly,
luu trit thong tin, dit liéu toan tinh, dap Ung yeu cau xay dung Khung kién trtc
Chinh quyén dién tr phién ban 2.0 va yéu cau ddm bao an toan, an ninh thong
tin theo Nghi quyét 17/NQ-CP ngay 07/3/2019 va Nghi dinh s6 85/2016/ND-CP
ngay 01/7/2016 ctia Chinh phii va phit hop véi muc tiéu phét trién kinh té - x5
hdi ciia tinh giai doan 2016 - 2020.

3. Cac thong tin chung cia dw an

3.1. Tén du an: DAu tu trang thiét bj may chi, thiét bi mang dé x4y dung
Trung tAm di liéu va diéu hanh an toan an ninh mang tinh Thanh Hoa.

3.2. Chi d4u tu: S§ Thong tin va Truyén thong.

bay 1a du an dau tu thudc linh vuc cong nghé thong tin, phuc vu hoat
dong quan ly, luu trit dir liéu va diéu hanh giai quyét cac vin d& lién quan dén
an toan, an ninh thong tin mang, nén viéc giao S& Thong tin va Truyén thong
1am chu dau tu dir 4n 13 pht hop. ~

3.3. Muyc tiéu dau tu: Xay dung Trung tAm dit liéu va dleu hanh an toan
an ninh mang tinh Thanh Hoa dat cac tiéu chuén k§ thuét cta Trung tim di¥ lidu
hién dai theo quy dinh tai Thong tu s6 03/2013/TT-BTTTT ngay 22/01/2013
ctia B4 Thong tin va Truyén théng; hinh thanh hé théng nén tang didu hanh an
ninh bao mat ¢ manh dé gidm sat, phéat hién va ngan chan tbi da cac cudc tin
cong trén mang dua trén 16 héng cia cac tmg dung va thiét b tin hoc trong hé
théng mang; trang bi, bd sung ddng bd céc thiét bj phan mém hé thdng giam sat
nhim cung cip va quan 1y ha tang théng nhit, ddm bao an toan, an ninh thong
tin va gian t6i da chi phi chung vé quan 1y hd so dir liéu toan tinh.

3.4. Quy mé dau t:

- PAu tu hé théng ha tang k¥ thuat cho Trung tdm an toan, an ninh mang,
gbm: Lip dit san ning; hé théng ngudn dién, Iuu dién UPS; hé théng 13m mat .
Trung tAm dit liéu; hé théng an ninh gidm sit; gidm sit méi truomg, quan tri tap
trung; phong chay, chita chay; chbng sét; ti rack; hé théng mang cap; thang
mang cép; trang thiét bi cho phong giam sat.

- Pau tr hé théng may chu, thiét bi mang va giam sat an ninh mang, g(‘“)m:
Thiét bi/phan mém bao mat; h¢ thong gidm sat an ninh mang; thiét bi mang
(switch ving DMZ, switch core trung tam, switch vung server, switch truy cap
tap trung; may chu (khung may chu, may chu phién, hé thong sao luu du ph(‘)ng
dix liéu).
- Dao tao nang cao k¥ nang van hanh va chuyén giao cong nghe.
Céac ndi dung dau tr néu trén 13 pht hop véi cac yéu cu vé trang bi ha
3



nhén dan tinh vé viéc phé duyét Chuong trinh xay dung chinh quyén dién tir va
phét tridn c4c dich vu thanh phd théng minh tinh Thanh Héa dén nim 2020, S&
Théng tin va Truyén théng d4 ¢6 To trinh s6 1760/TTr-STTTT ngay 25/10/2019
(kém theo bao cdo d&é xuét chu truong dau tu) dé nghi phé duyét chi truong diu
tu du an trang thiét bi may chu, thiét bi mang dé xdy dung Trung tdm dif liéu va
didu hanh an toan an ninh mang tinh Thanh Héa.

2. UBND tinh d3 giao S& K& hoach va Déu tu chu tri, phéi hop véi S&
Tai chinh va cac nganh, don vi li€n quan, tham muu, thdm dinh d¢ xuat chu
truong diu tu dy 4n, theo ding quy dinh tai Khoan 2 Pieu 29 Luit Dau tu cong.

3. Trén co s& bdo cdo d& xuit chu truong diu tu cia S& Thong tin va
Truyén thong, S& K& hoach va Pau tu d4 t6 chirc thdm dinh va ¢6 bao céo két qua
thim dinh d& xut chu truong dau tu du 4n tai Céng vin s6 7263/SKHPT-CNDV
ngay 15/11/2019 (kém theo y kién tham gia ctia S& Tai chinh tai Céng vin s
5194/STC-QLNS.TTK ngay 13/11/2019; S& Khoa hoc va Cong nghé tai Cong
van sb 1277/SKHCN-QLCN ngay 11/11/2019). N4i dung bdo céo thdm dinh dé
xuét chil truong dau tu cia S& K& hoach va Pau tu dam bao theo ding quy dinh
tai Didu 24 Nghi dinh sb 136/2015/ND-CP ngay 31/12/2015 ctia Chinh phu.

4. Trén co s& két qua thim dinh béo cdo d& xuét chu truong dau tu cia S&
K& hoach va PAu tu, S& Thong tin va Truyén thong d4 hoan chinh hd so theo -
quy dinh tai Diéu 22 Nghj dinh s6 136/2015/ND-CP ngay 31/12/2015 ctia Chinh
phti va ¢6 T& trinh s6 1915/TTr-STTTT ngay 18/11/2019 d& nghj phé duyét cha
truong dau tu du 4n.

5. Du 4n dau tu trang thiét bi may chy, thiét bi mang dé xay dung Trung
tam dir liéu va difu hanh an toan an ninh mang tinh Thanh Hoéa thudc Iinh vuc
coéng nghé thong tin, c6 du kién tdng mirc dau tu khoang 100 ty ddng, thudc tidu -
chi du an nhom B (quy dinh tai Muyc 11, Phin B, Phu luc I ban hanh kém theo
Nghi dinh s6 136/2015/ND-CP ngay 31/12/2015 ctia Chinh phi), thim quyén
quyét dinh chi trrong ddu tr ciia H6i ddng nhan dan tinh, quy dinh tai Piém b
Khoén 5 Piéu 17 Luat Piu tu cong.

1. DANH MUC HO SO KEM THEO

1. TS trinh s6 1915/TTr-STTTT ngay 18/11/2019 ctia S& Théng tin va
Truyén théng .

2. Cong vin sb 7263/SKHPT-CNDV ngay 15/11/2019 cta S& K& hoach
va Dau tu.

3. Bdo c4o dé xuét chu truong dau tu du 4n trang thiét bi may chu, thiét bj
mang d¢é& xay dung Trung tdm dit liéu va diéu hanh an toan an ninh mang tinh
Thanh Hoa.

4. Du thdo Nghi quyét ciia HDND tinh vé viéc quyét dinh cha truong diu
tu du an trang thi€t bi may chu, thiét bi mang dé xdy dung Trung tdm dit liéu va
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HOI PONG NHAN DAN  CONG HOA XA HQI CHU NGHIA VIET NAM
TINH THANH HOA Doc lap - Tu do - Hanh phiic

Sé: /NQ-HDND

Thanh Hod, ngay  thang  nam 2019

DU THAO

NGHI QUYET

Ve v1ec quyét dinh cha trwong dau tw du an trang thiét bi may chu,
thiét bi mang aé x4y dyng Trung tim dir liéu va diéu hanh an toan,
- an ninh mang tinh Thanh Heéa.

HOQI DONG NHAN DAN TINH THANH HOA KHOA XVIII,
KY HOP THU .......

Can cit Luat T chirc chinh quyén dja phuong ngay 19/6/2015;

Can cir quy dinh ctia Luat Dau tu cdng ngay 18/6/2014; Luat Ngan sach
nha nudc ngay 25/6/2015; Luat Xay dung ngdy 18/6/2014; Luat Coéng nghé
thdng tin ngay 29/6/2006; Luat An toan thong tin mang ngay 19/11/2015; Luét
an ninh mang ngay 12/6/2018;

Can c(I cac Nghi dinh cta Chinh phu s6 136/2015/ND-CP ngay
31/12/2015 vé viéc hudng dan thi hanh mot sb diéu cua Luat Pau tu cdng; so
120/2018/ND-CP ngay 13/9/2018 vé sira dbi, bd sung mot s& didu Nghi dinh sb
77/2015/NbB-CP ngay 10/9/2015 ctia Chinh phu vé ké hoach dau tu cong trung -
han va hang nam, soO 136/2015/ND CP ngay 31/12/2015 cia Chinh pha vé
hudng dan thi hanh mét sé didu cua Luat Pau tu cong va sd 161/2016/ND-CP
ngay 02/12/2016 cua Chinh phi v& co ché dac tho trong quan ly dau tu x4y
dung dbi vai mot s6 du an thudc cac chuong trinh muc tiéu quéc gia g1a1 doan
2016 - 2020; s6 68/2019/ND-CP ngay 14/8/2019 vé quan ly chi phi dautu xay
dung; s6 59/2015/ND-CP ngay 18/6/2015 vé quan ly du an dau tu; sb
42/2017/ND CP ngay 05/4/2017 vé stra ddi, bd sung mot s6 diéu cua Nghi dinh
s6 59/2015/ND-CP ngay 18/6/2015 ctia Chinh phii; sé 163/2016/ND-CP ngay
21/ 12/2016 quy dinh chi tiét va hudng dan thi hanh Luit Ngéan sach nha nudc;
s6 102/2009/ND-CP ngay 06/1 1/2009 vé quan ly dau tur ung dung cong nghé
thong tin su dung ngudn vbén ngan sach nha nuoc; sé 64/2007/NP-CP ngay
10/04/2007 ve quan ly ung dung cong nghé thong t1n trong hoat dong cua co
quan nha. nuoc so 85/2016/ND-CP ngay 01/7/2016 vé bao dam an toan thong
tin theo cip do; sé 142/2016/ND-CP ngdy 14/10/2016 vé ngan chin xung dot
thong tin trén mang;

Cin cut cac Quyét dinh cua Chlnh phu: so 1819/QD-TTg ngay
26/102/2015 vé phé duyét Chuong trinh quéc gia vé tmg dung cong nghe
thong tin trong hoat dong cia co quan nha nudc giai doan 2016-2020; s



gdm: Thiét bi/phan mém bao mat; hé théng giam sat an ninh mang; thiét b
mang (switch vung DMZ, switch core trung tam, switch viung server, switch
truy cdp tép trung; may cha (khung may chd, may chi phién, hé théng sao luu
du phong dit liéu).

- Bao tao nang cao k¥ nang van hanh va chuyén giao cong nghé.
5. Dia diém dau tw: Toa nha Trung tim cong nghé thong tin tinh Thanh Hoa.
6. Tong mirc dau tw: Khong qua 100 ty dong.

7. Ngudn vén dau tu: Ngudn kmh phi ting cudng co s& vat chit thuc
hién Chuong trinh xdy dung chinh quyén dién tir va phat triéa dich vu thanh
phé théng minh trong du toan ngan sach tinh hang nam.

8. Thoi gian thwe hién: 2019 - 2020.

Piéu 2: Giao UBND tinh cin ctr Nghi quyét nay, t6 chirc trién khai
theo dung quy dinh hién hanh cta phap luat.

Diéu 3: Thuong truc Hoi dong nhédn dan tinh, cac Ban Hdi dong nhan
dan tinh, cac T6 dai biéu Hoi dong nhan dan tinh va cac Dai biéu Hoi dong

nhan dén tinh trong pham vi chic nang, nhiém vuy, quyén han ctia minh glam
sat viéc t6 chirc thuc hién Nghi quyét nay.

Nghi quyét nay da dugc Hoi dong nhan dan tinh Thanh Hoa Khoa
XVIII, Ky hop tha ..... thong qua ngay.... thang... ndm .... va c6 hiéu luc ké tu
ngay thong qua./. -

Noii nhin: CHU TICH
- Thudng trye: Tinh ay, HDND tinh, UBND tinh;

- Uy ban MTTQ tinh;

- Pai biéu HDND tinh;

- Cac VP: Tinh tty, HDND tinh, UBND tinh;

- Cac So: KHBT, TTTT, TC:

- Luu: VT.

‘Trinh Vin Chién



Ky bdi S Tu Phap
Gio ky: 2019.11.20 16:21:36
+07:00

UBND TINH THANH HOA ~ CONG HOA XA HOI CHU NGHiA VIET NAM

SO TU PHAP Dic lap - Tw do - Hanh phiic
Sé: 65_0 /BCTD-STP Thanh Héa, ngay 0O thang 11 ndm 2019
BAO CAO THAM DINH

Du thao Nghl quyét vé viéc quyet dinh chi treong dau tw Dw an dau tu
trang thiét bi may chu, thiét bi mang aé xdy dung trung tim dir lidu va
di¢u hanh an toan, an ninh mang

Kinh gtri: S& Ké hoach va Pau tu Thanh Hoéa.

S Tu phap nhén dugc Cong vin sb 7294/KHPT-CNDV ngay 18/11/2019
cua S¢ Ke hoach va Pau tur vé viéc dé nghi tham dinh dy thao Nghi quycl vé
viéc quyet dinh chu trvong dau tu Dy 4n dau tu trang thiét bj may chu, thiét bi

- mang dé xiy dung trung tdm dir liéu va diGu hanh an toan, an ninh mang. Sau
khi nghién ctru dy théo, cin cr cac vén ban phap luat ¢6 lién quan, SO Tu phap
¢6 y kién thdm dinh nhu sau:

1. V& thim quyén ban hanh vin ban:
Khoan 5, Diéu 17 Luat Pau tu cong ndm 2014 quy dinh:

“S. Hoi dong nhén dan cdc cdp quyét dinh chii truong dau tw chuong trinh.
du an sau dady.

b) Dy én nhém B va dw dn trong diém nhom C thuoc cdp minh quén by, tru
cdc dy dn quy dinh tai diem d khoan 3 Piéu nay’.

Dy 4n dau tu trang thiét bj may chi, thiét bj mang dé xay dung trung tam
dir ligu va diéu hanh an toan, an ninh mang 12 dy 4n nhém B. Do vay, HDND
tinh ban hanh Nghj quyet vé vige quyét dinh chu truong dau tr dbi voi du an

= nay la phu hop va ding thdm quyén.

2. Vé ndi dung van ban:

- Khoan 3 Piéu 1 du thao Nghi quyet c6 tidu dé 1a “ Noi dung dau e 13
chua phu hop, bdi theo quy dinh tai Dlem b, Khoan 2, Diéu 29 Luat Dau wr cong
nam 2014 thi Hoi dong nhén dan cap tinh quyet dinh chu trvong dau tu, bao
g6ém muc tidu, quy md, tong mirc dau tu, dja diém; thoi g gian thyc hign (khong c6
ndi dung dau tu). Do vay, dé nghi co quan soan stra lai thanh “Quy mé dau tw”.

- V& ndi dung cu the cia muc tiéu dau tu, quy md dau t, dia diém dau t,
téng muc dau tu, ngudn von dau tu, thoi gian thuc hi¢n: Céc néi dung nay da
duge S& Ké hoach va Pau tu thdm dinh tai Vin ban sb 7263/SKIDT-CNDV
ngay 15/11/2019; do vdy, S& Tu phap khéng c6 y kién tham gia vé ndi dung
nay.

3. V& thé thirc va ky thuat trinh bay:



UBND TINH THANH HOA CONG HOA XA HOQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc lap - Ty do - Hanh phac

S6: {945 /TTr -STTTT Thanh Héa, ngay 48 thdng 11 nam 2019

TO TRINH
Phé duyét chii truong dau tw Duw an

“Dau tw trang thiét bi may chi, thiét bi mang dé xay dung Trung tim
dir liéu va diéu hanh an toan, an ninh mang ciaa tinh”

Kinh giri: Chu tich UBND tinh Thanh Hoa

- Céin cfr Lu@t Péu tu cong s 49/2014/QH13 ngay 18/6/2014;

- Cén ctr Luat Luat Céng nghé théng tin sb 67/2006/QH]11 ngay 29/6/2006;

- Cén clr Luat An toan théng tin mang sb 86/2015/QH13 ngay 19/11/2015;

- Cén ctr Lut An ninh mang s6 24/2018/QH14 ngay 12/6/2018;

- Can cir Luft Giao dich dién tir s6 51/2005/QH11 ngay 29/11/2005:

- Can ct Nghj dinh s 136/2015/ND-CP ngay 31/12/2015 cia Chinh phu
hudéng din thi hanh mét sb dleu cta Luét dau tu cong;

- Cén clr Nghj dinh s6 64/2007/ND-CP ngay 10/04/2007 vé viéc Ung dung
cong nghé¢ théng tin trong hoat déng clia co quan nha nudc;

- Can ctr Nghi dinh s6 102/2009/ND-CP ngay 06/11/2009 ctia Chinh Phu vé
Quan ly du tu tng dung cong nghé théng tin st dung ngudn vén ngan sach nha nudc;

- Cén clr Nghi quyét sb 36—NQ/TW ngay 01/7/2014 cia B Chinh tri (khoa
XI) vé diy manh Ung dung, phét trién cong nghe thong tin dap Ung yéu cau phat
trién bén vitng va hoéi nhap Quoc té;

- Cén ¢ Nghi quyét sb 26/NQ-€P ngay 15/04/2015 cua Chinh phu vé viée
ban hanh Chuong trinh hanh déng cta Chinh phu thuc hién Nghi quyét sb 36-
NQ/TW ngay 01/7/2014 clia ctia Bd Chinh tri (khéa XI);

- Can cr Nghi quyét s6 36a/N Q-CP ngay 14/10/2015 cta Chinh phu v& Chinh phd
dién tir,

- Cén ¢ Nghi quyét sb 30c/NQ-CP ngay 08/11/2011 cua Chinh phl ban
hanh chuong trinh tong thé cai cach hanh chinh nha nudc giai doan 2011-2020;
Nghi quyet 50 76/NQ-CP ngay 13/6/2013 ctia Chinh pht vé viéc sira ddi, bd sung
mét s6 diéu cia Nghi quyet 50 30¢/NQ-CP;

- Can ¢ Nghi quyét sb 17/NQ-CP ngay 07/3/2019 cua Chinh phi vé mét sb

nhiém vy giai phdp trong tdm phét trién chinh phu dién tir giai doan 2019-2020,
dinh huéng d&n nam 2025;



- Cin ctt Quyét dinh s 1118/QD-UBND ngay 29/3/2019 cua UBND tinh
Thanh Hoa vé viéc ban hanh Ké hoach hanh dong thuc hién Nghi quyét s6 17/NQ-
CP ngay 07/3/2019 cta Chinh phi, v& mét sé nhiém vu, giai phdp trong tim phat
trién Chinh phu dién ta g1a1 doan 2019-2020, dinh huéng dén 2025;

- Cén ¢t Nghi quyet s6 172/NQ-HDND ngay 10/7/2019 ctia Hoi dong nhan
dan tinh Thanh Héa vé phé duyét chu traong déu tu Chuong trinh “Péu tu xay dung
Chinh quyén dién tir va phét trién céc dich vu thanh phd théng minh tinh Thanh
Héa dén nam 2020”.

- Can ctr Bdo céo két qu_a thdm dinh béo cdo dé xuét cha truong ddu tu dy 4n
“Dau tur xay dung Chinh quyén dién tir va phat trién cac dich vu thanh phd thong
minh tinh Thanh Héa dén nim 2020” sé 7263/SKHDT- CNDV, ngay 15/11/2019
ctia S Ké hoach va Piu tu.

S& Thong tin va Truyén thong kinh trinh Cha tich UBND tinh phé cha truong
dau tu dy an “Dau tu trang thiét b mdy cha, thiét b mang dé xay dung Trung tAm di
liéu va diéu hanh an toan, an ninh mang ctia tinh” véi c4c nji dung chinh nhu sau:

I. THONG TIN CHUNG DU AN

1. Tén dw an: Pau tu trang thiét bj may chi, thiét b mang dé xay dung
Trung tdm dit lidu va diéu hanh an toan, an ninh mang cuda tinh.

2. Dy an nhéom: B
3. Cap Quyét dinh chi truong dau tw dv an: Hoi dong nhan dan tinh.
4. Cap Quyét dinh diu tu dy an: Chi tich UBND tinh.

5. Chii diu tu dw an: SO Théng tin va Truyén théng Thanh Hoéa.

6. Dia diém thire hi€n dy 4n: Tai tda nha Trung tdm cOng nghé thong tin tinh
Thanh Hoa.

7. Dur kién tong mirc diu tw dv an (1am tron): 99.547.000.000 dong (Bing
chir: Chin muoi chin ty, ndm trim bén muoi bay triéu dong chan). Trong do:

- Chi phi x4y lép: 253.000.000 dong;

- Chi phi thiét bi: 87.195.000.000 dbng;
- Chiphi quanly dyén:  932.000.000 dong;

- Chi phi tu vén: 1.311.000.000 dong;
- Chi phi khic: 807.000.000 dong;

- Chi phi dy phong: 9.049.000.000 dong

8. Nguon von dau tu: Ngan sdch tinh (Ngudn kinh phi danh cho xay dung

chinh quyén dién tir va phét trién mét sé dich vu thanh phd thong minh giai doan
2019-2020).

9. Nganh linh vye sit dung ngudn vbn dé nghi thim dinh: Thoéng tin va
truyén thong



khai thac hét cac chirc nang cta hé 1h0ng giam sat an toan théng tin mang dugc

dAu tu. Con tai 05 vi tri con lai c6 thé sir dung cdc mdy tinh khac dé hd trg hoat
dong cong viéc.

III. DANH MUC HO SO KEM THEO

1. Nghj quyét s6 172/NQ-HDPND ngay 10/7/2019 ctia Hoi déng nhan dan tinh
Thanh Hoéa vé phé duyét chi truong diu tu Chuong trinh “DAu tr x4y dung Chinh
quyén dién tr va phat trién cc dich vu thanh phé théng minh tinh Thanh Héa dén
ndm 2020”.

2. To trinh phé duyét Bao cdo dé xuét chu truong dau tur du an “Pu tu trang
thiét bi may chi, thiét b mang & xay dung Trung tAm dit liéu va didu hanh an toan,
an ninh mang cua tinh”.

3. B4o c4o dé xuét chi truong dAu tu hoan thién du an “Pau tu trang thiét bi
may cht, thiét bi mang dé x8y dung Trung tim dit liéu va didu hanh an toan, an
ninh mang cua tinh”

4. B4o cao thdm dinh ni bd clia S& Thong tin va Truyén thong.

5. Bdo c4o két qua thdm dinh bao céo d& xuét chii truong diu tu dy an “Dau tu x4y
dung Chinh quyén dién t&r va phét trién cac dich vu thanh phd théng minh tinh
Thanh Hoéa dén nam 2020” sb 7263/SKHDT-CNDV, ngay 15/11/2019 cia S& Ké
hoach va PAu tu. .

S& Théng tin va Truyén théng kinh trinh Chi tich UBND tinh xem xét, phé duyét./.

Noi nhin:

- Nhu trén;

- S6 KH&DT (T/dinh);
- S& Tai chinh (P/hop);
- Luu: VT, KH-TC.

D6 Hiru Quyét



UBND TiNH THANH HOA CONG HOA XA HQI CHU NGHIA VIET NAM
SG THONG TIN VA TRUYEN THONG Poc 1ap - Tw do - Hanh phiic
Sé: 4914 /BC-STTTT Thanh Héa, ngay A& thang 11 ndm 2019

BAO CAO
pé xuat chi trwong dau twdyw an
“Piu tir trang thiét bi may chu, thiét bi mang dé xay dung
Trung tim dir li¢u va didu hanh an toan, an ninh mang cta tinh”

Kinh gii: Cha tich UBND tinh Thanh Hoa

_ Cin ot Luat Diu tu cong sb 49/2014/QH13 ngay 18/6/2014;

_ Cn ot Lujt Giao dich dién tir s6 51/2005/QH11 ngay 29/11/2005;

- Cin ot Luat Ludt Cong nghé thong tin sd 67/2006/QH11 ngay 29/6/2006;

- Cin ot Luat An toan thong tin mang s6 86/2015/QH13 ngay 19/11/2015;

- Cin ot Lujt An ninh mang s 24/2018/QH14 ngay 12/6/2018;

- Can ct Nghi dinh s& 136/2015/ND-CP ngay 31/12/2015 cta Chinh phu
hudng din thi hanh mot sé didu cuia Luét dau tu cong;

- Can ct Nghi dinh sé 64/2007/ND-CP ngay 10/04/2007 vé viéc Ung dung
cdng nghé thong tin trong hoat dong cla co quan nha nudc;

- Can cr Nghi dinh s6 102/2009/ND-CP ngay 06/11/2009 ctia Chinh Phil vé
Quan ly du tu tmg dung cong nghé thong tin st dung ngudn vén ngén sach nha nudc;

- Can cr Nght quyét 5O 36-NQ/TW ngay 01/7/2014 caa B$ Chinh tri (khoa
XI) vé ddy manh ung dung, phat trién cong nghé thong tin dap ung yéu cau phat
trién bén vimg va hoi nhap Quoc té;

- Cin cir Nght quyét s6 26/NQ-CP ngay 15/04/2015 cta Chinh phu vé viéc
ban hanh Chuong trinh hanh dong cta Chinh phi thuc hién Nghi quyét s6 36-
NQ/TW ngay 01/7/2014 cia caa Bo Chinh tri (khoéa XI);

- Céan cr Nghi quyét sb 36a/NQ-CP ngay 14/10/2015 clia Chinh pht vé& Chinh phu
dién t0;

- Can ctr Ngh1 quyét s6 30c/NQ-CP ngay 08/11/2011 ctia Chinh phu ban hanh
chu’o*ng trinh tdng thé cai cach hanh chinh nha nuoc g1a1 doan 2011-2020; Nghi
quyet s& 76/NQ-CP ngay 13/6/2013 cua Chinh phu vé viée sira doi, bd sung mdt
s didu ctia Nghi quyét s6 30c/NQ CP;

- Can ¢t Nghi quyet s6 17/NQ-CP ngay 07/3/2019 cta Chinh phu vé mot sd
nhiém vu giai phap trong tdm phat trién chinh pha dién ti giai doan 2019-2020,
dinh hudng dén nim 2025;



- Can cir Nghi dinh sb 136/2015/ND-CP ngay 31/12/2015 cta Chinh phd
hudéng dan thi hanh mot sé didu coa Luat Pau tu cong;

- Cén cir Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 ctia Chinh phu vé bao
dam an toan thong tin theo cap do;

- Can cur Nghi dinh s6 142/2016/ND-CP ngay 14/10/2016 cia Chinh phu vé
ngan chin xung dot thong tin trén mang;

- Cin cir Quyét dinh sb 63/QD TTg ngay 13/01/2010 cua Chinh phu “Vé& vigc
Phé duyét Quy hoach phat tridn an toan théng tin sb qubc gia dén nam 2020”;

- Can ¢t Quyét dinh s6 1819/QD-TTg ngay 26/10/2015 cta Thi tuéng Chinh
phu phé duyét Chuong trinh qubc gia vé tmg dung cong nghé thong tin trong hoat
ddng coa co quan nha nudc giai doan 2016-2020;

- Can cr Quyét dinh s6 898/QP-TTg ngay 27/5/2016 cua Thi tudng Chinh
phil “Vé& viéc Phé duyét, phwong huéng, muc ti€u, nhiém vu bado ddm an toan
thong tin mang giai doan 2016-20207;

- Can ot Quyét dinh sb 1017/QD-TTg ngay 14/8/2018 ciia Thii tuéng Chinh
phu phé duyét Pé an glam s4t an toan thong tin mang phuc vu Chinh phu dién ti;

- Cin ctt Chi thi sb 14/CT-TTg ngay 25/5/2018 ctia Tha tuéng Chinh phu vé
viéc ning cao nang luc phong, chéng phéan mém doc hai;

- Cian ctt Théong tu sb 39/2017/TT-BTTTT ngay 15/12/2017 ctia B TT&TT
ban hanh Danh muc tiéu chuén k¥ thuat vé tmg dung cong nghé thong tin trong co
quan nha nudc;

- Can ctr Théng tu sé 03/2013/TT-BTTTT ngay 22/01/2013 cta B4 Thong tin
va Truyén thong Quy dinh &p dung tiéu chudn, quy chuén k§y thuat dbi voi trung
tam dir ligu.

- Can ctr Quyét dinh s6 2378/QP-BTTTT ngay 30/12/2016 cta B Thong tin
va Truyén théng Céng bd dinh mirc chi ph1 quan 1y du 4an, chi phi tu van dau tu
ung dung cong nghé thong tin sir dung nguon vbn ngan sach nha nudc; Quyét dinh
sé 1688/QD-BTTTT ngay 11/ 10/2019 vé viéc sira doi, bd sung Quyét dinh
2378/Qb-BTTTT;

- Cin c Thong tu sb 06/2011/TT-BTTTT ngay 28/02/2011cua Bé Thong
tin va Truyén thong quy dinh vé 1ap va quan ly chi phi d4u tu mg dung cong
nghé thong tin;

- Can cir Quyét dinh s6 3089/QP-UBND, ngay 22/8/2017 ciia UBND tinh
Thanh Héa vé viéc phé duyét Khung kién trac Chinh quyén dién tir tinh Thanh
Hoa, phién ban 1.0;

- Can ctr K& hoach s6 111/KH-UBND ngay 30/7/2015 ctia UBND tinh Thanh
Hoba vé thuc hién Nghi quyét s6 26/NQ-CP ngay 15/4/2015 cia Chinh phu;

- Cin ctr Quyét dinh s6 1118/QD-UBND ngay 29/3/2019 cia UBND tinh
Thanh Ho4 v& viéc ban hanh Ké hoach hanh déng thuc hién Nghi quyét s6 17/NQ-
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CP ngay 07/3/2019 cta Chinh phu, vé mdt sb nhiém vu, giai phap trong tim phat
trién Chinh phu dién tir giai doan 2019-2020, dinh huéng dén 2025;

_ Can cir Nghi quyét sé 172/NQ-HDND ngay 10/7/2019 ciia Hoi dong nhan
dén tinh Thanh Hoba v& phé duyét chii trrong dau tu Chuong trinh “Dau tu xay dung
Chinh quyén dién tlr va phét trién cac dich vu thanh phé thong minh tinh Thanh Hoa
dén nam 2020”;

_ Can cir B4o céo két qua thim dinh bao céo dé xuit chi truong dau tu dy an
“Pau tu xay dung Chinh quyén dién tir va phat trién cac dich vu thanh phd théng
minh tinh Thanh Hoa dén nam 2020” sb 7263/SKHDT-CNDV, ngay 15/11/2019
ctia S& K& hoach va Pau tu.

I. THONG TIN CHUNG DU AN

1. Tén dw an: Pau tu trang thiét bi may chu, thiét bi mang dé xay dung
Trung tam dir licu va diéu hanh an toan, an ninh mang cta tinh.

2. Dy an nhém: B

3. Cap Quyét dinh chii truwong déu tw dy an: Hji dong nhin dan tinh.

4. Cap Quyét dinh diu tw dw an: Cha tich UBND tinh.

5. Tén chii d4u tw: S& Thong tin va Truyén thong Thanh Héa.

6. Dia diém thwc hién dy 4n: Tai tda nha Trung tdm cong ngh¢ thong tin tinh
Thanh Hoa.

6. D kién tong mirc dau tw dw an: 99,547 ty déng.

7. Thoi gian thwe hién: Khong qua 02 nam (2019-2020)

I1. NOI DUNG CHU YEU CUA DU AN

PHAN I: SU CAN THIET PAU TU DU AN

1. Hién trang ha tang, ng dung cdng nghé thong tin trén dia ban tinh

1. Ha tang ky thuit

H1en nay, 100% cac co quan, don vi cAp tinh, cap huyén di c6 mang n01 bo
va ket ndi Internet toc do cao phuc vu codng tac; 96% can bd, cong chirc tur cap tinh
dén cap xa duoc trang bi may tinh phuc vu cong viéc; hién c6 03 trung tam mang
va tich hop dit liéu phuc vu hoat ddng cua cac co quan Pang, Nha nudec. Trung
tam Mang Van phong Tinh Qy: Pugc trang bi hé théng méy chu, cac thiét bi
Router, Firewall, thiét bi giam sat va phat hién xdm nhap (IPS) co ban dam bao
cac yéu ciu ky thuat vé an ninh, an toan toan thdng tin mang, dam bao cho viéc
duy tri, khai thac céc hé théng théng tin, CSDL, céc phan mém tmg dung cho cac

c0 quan dang cac cap Trung taAm tich hop di liéu, Van phong UBND tinh: Dugc
phat trién tir hé théng mang Intrariet - Internet dung chung cua t1nh hé théng
mang, trang thiét bi chuyén dung tir dé an 112 va tiép tuc dugc nang cap, bd sung
hé thong an ninh, an toan bao méat. Hién nay, c6 15 may chid va mot s6 thiét b1 dinh
tuyén (Router) thiét bi an ninh mang (ﬁrewall) dam bao diy d cac yéu cau k¥
thut vé an ninh, an toan toan thong tin mang dé phuc vu cdc nhiém vu luu trir noi
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dung (Hosting) ctia Cdng théng tin dién tir cla tinh (bao gdm ca trang théng tin
thanh phén clia mot sd don vi cép huyén, cép s&), hé théng thu dién tr cong vy, hé
théng van ban quy pham phép luit cia UBND tinh, cac phén mém ung dung ndi bd
Vin phong UBND tinh; Trung tdm tich hop dir liéu da thuc hién két néi, lién thong
trao dbi thong tin, van ban gitta UBND tinh véi Chinh phu va cac B, nganh Trung
rong thong qua mang truyén sbé lidu chuyén dung. Trung tim An ninh mang va An
toan dir liéu dat tai S& Thong tin va Truyén théng: Puoc dAu tu xdy dung tr ndm
2009, hién c6 28 may chi, cac thiét bi Router, Firewall, thiét bi giam sat va phat
hién xdm nhap (Cisco IPS); Co ban dam bao cic yéu ciu k¥ thuit vé an ninh, an
toan toan thdng tin mang dé phuc vu thuc hi€n cac nhiém vu giam sat va canh bao
15 héng cho cac hé théng thong tin cta cac sd, ban, nganh va UBND cép huyén,;
cai dit phan mém va luu trir CSDL cla hé théng quan ly van ban va hd so cong
viéc, hosting cho cac trang thdng tin dién tir cua S¢, ban, nganh cép tinh va UBND
cép huyén, cap x&; két nbi véi Trung tdm tich hop dit liéu dit tai Vin phong
UBND tinh qua duodng truyén sd lidu chuyén ding dé& dam bao hoat dong song
song va du phong cho hé théng may chu phuc vu phan mém quan ly vin ban va ho
so cbng viéc cla tinh. Ngoai ra, mot sd so, nganh lon nhu S& Gido duc va Pao tao,
S¢ Tai chinh, S& Tai nguyén va Mai truong, Cong an tinh, Truong Pai hoc Héng
Pic c6 Trung tam dit liéu nhé co tir 03- 05 may chil dé cai dit cac pham mém,
CSDL chuyén nganh.

- Hé théng Hbi nghi truyén hinh truc tuyén da dugc trién khai dau tu tai 31 diém
cau trén toan tinh, trong do6 c6 03 diém cau chi toa dit tai Vin phong Tinh Uy, Vin
phong UBND tinh, S& Thong tin va Truyén thong; 28 diém ciu dit tai Ban Quan ly
Khu kinh t€ nghi son va 27 huyén, thi, thanh phd théng qua mang truyén sé lidu
chuyén dung cta cic co quan Pang va Nha nudc dam bao két ndi tir Tinh uy,
UBND tinh, cdc S&, ban, nganh, huyén, thi x4, thanh phd; dap timg yéu cau phuc vu
cac cudc hop tir Trung wong dén cac huyén thi xa thanh phé.

2. Ung dung CNTT trong cic co quan nha nuéc

2.1. Cac ung dung dung chung

- C4c tmg dung dung chung trong cac co quan Pang: 100% cac co quan Pang
cép tinh, 27 huyén, thi, thanh uy va 635 dang Uy x4, phuong, thj trdn dwoc két ndi
v6i Trung tim Mang Tinh Gy sir dung cdc cac phan diéu hanh tic nghiép, truyén
nhan vin ban va khai thac thong tin dam bao an toan, chit lwong hiéu qua st dung.

- C4c tmg dung dung chung trong cic co quan nha nude nhu: Phan mém quan
1y van ban va hé so cong viéc, hé théng thu dién ti, phé‘m mém theo ddi nhiém vu,
phén mém mot ctra dién tir... dd duoc trién khai tai nhidu don vi, tao nén tang dé
thuc hién van hanh, xay dung chinh quyén dién tir. Trén dia ban tinh c6 100% cac
S&, nganh, UBND cép huyén duoc cai dit, st dung phr?m mém Quan ly van ban &
Hb so cong viéec (QLVB&HSCV) va phdn mém mdt ctra dién tr; 67,2% UBND
cap x4 duogc caj dit phin mém QLVB&HSCYV; 36,37% UBND cép xa duoc cai dat
phin mém mot ctra dién tir. Du kién dén hét nim 2019, 100% cac x3 s& dugc trién
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khai phén mém QLVB&HSCV, phr:in mém mdt cta dién tir, trén 98% can bo,
cdng chirc trong toan tinh duogc chp hop thu dién t&r céng vy; 100% cac co quan
héanh chinh tir cdp tinh dén clp xa d4 duoc cip chimg thu sb chuyén dung. Dén hét
nim 2019 hoan thanh viéc cip Chimg thu sb6 co quan cho cac don vi su nghiép va
lanh dao cac co quan hanh chinh nha nuéc trén dia ban tinh.

2.2. Cac vmg dung va co so di liéu quéc gia, CSDL chuyén nganh

Ngodi céc phin mém dung chung, toan tinh c¢6 hon 60 phan mém tmg dung va
" cé4c co so dir liéu chuyén nganh do cac nganh dau tu phuc vu cho cdng tac quan ly
va trién khai tmg dung CNTT cua cic nganh tir trung wong dén dia phuong, nhu: So&
Lao dong,Thuong binh va X& hoi (phédn mém quan 1y nguoi cé cong, d6i tugng
chinh sach, quan 1y cap phép lao dong nudce ngoa, ...); S& Giao thong vén tai (phan
mém Cép dbi Gidy phép l4i xe, phin mém quan 1y cip phép lién vén); S Ké hoach
va Dau tu (phin mém ding ky kinh doanh, phan mém quan ly dau tu nude ngoai). ..

2.3. Ung dung CNTT phuc vu nguwoi ddn va doanh nghiép

- Cbng thong tin dién t&r cta tinh (http://thanhhoa.gov.vn): 100% trang thong
tin dién t& cac co quan nha nudc cép tinh, cip huyén dugc tich hgp vao Cdng
thdng tin dién t cla tinh (http://thanhhoa.gov.vn): 100% trang thong tin dién tir
ctaa UBND cép x4 dugc tich hop vao Céng thong tin dién tu cép huyén hoat dong

dn dinh bao dam cho viéc cung cip thong tin clia cac co quan nha nuéc, cong bd
~ céc thii tuc hanh chinh va cac dich vu cdng phuc vu nguoi dan va doanh nghiép.

- Hé théng mét cira dién tir hién dai: da duogc trién khai dau tu tai Trung tam
phuc vu hanh chinh cong cta tinh, tai 27/27 bd phan mét clra cép huyén va
231/635 don vi cAp x3 (36,37%), dén hét nam 2019 s& trién khai dén 100% UBND
Célp x4.

- Céng Dich vu cong truc tuyén: Céng Dich vu cong tinh Thanh Hoéa da
dugc dua vao khai thac st dung véi 623 dich vu cong muc d6 3 va 177 dich vu
cong muc do 4 cta cép tinh, cép huyén va dugc két ndi véi cac hé théng thong tin
cung cép dich vu cong truc tuyén ctia cac Bo, nganh; Sau khi dua vao st dung, s&
tao diéu kién thuan loi cho doanh nghiép, ngudi din dugc tiép can, s dung céc
dich vu chét lugng vai cong nghé tién tién, hién dai, gop phén nang cao hiéu qua
hoat déng, céng khai, minh bach clia cdc co quan nha nudc; déy manh céi cach
hanh chinh, cai thién méi truong dau tu kinh doanh, ning cao ning luyc canh
tranh cta tinh. -

3. Nhu ciu @ng dung CNTT trén dia ban tinh

Ngoai hién cac ing dung phrfm mém va CSDL nhu hién trang, thi nhu cAu ung
dung CNTT trong hoat ddng ctia cac co quan nha nudc trén dia ban tinh la rat 1on dé
phuc vu cdng tac quan 1y chuyén mon nganh, linh vuc nhu: Gido duc va Dao tao,
Khoa hoc va Cong nghé, Y té, Tai nguyén va Mdi truong, Giao thong, Xay dung,
Ké hoach va Pau tu, Thong tin va Truyén théng, Néng nghiép, kinh t& x4 héi, ....
bao gdm:



Hé thdng thong tin va CSDL téng hop thong tin KT-XH tinh.
Hé théng thong tin va CSDL quan ly quy hoach, xay dung
Hé thdng thong tin va CSDL quan Iy ha tAng giao thong
Hé théng thong tin va CSDL quén ly Ho tich
Heé théng thong tin va CSDL quan ly h chinh sach
Hé théng thong tin va CSDL quén ly lao dong trong cac doanh nghiép
Hé théng thong tin va CSDL quén ly khoa hoc va cong nghé
Hé thong théng tin va CSDL quan ly cong thuong (quan ly cum cong nghiép;
quan ly cong tac khuyén cong; quan ly xuat nhap khau; quan ly vét liéu nd cong
nghiép; quan ly xang dau, khi mo hoa 1éng; quan ly thi truong)
Hé thong thong tin va CSDL quén ly Khu kinh té Nghi Son va cac khu cong
nghiép tinh Thanh Hoa
Hé théng thong tin va CSDL quén ly sén xuit néng, lam nghiép va thly san
Hé théng thong tin va CSDL quén ly cac hoat dong thong tin va truyén théng
Hé théng théng tin va CSDL quan ly tai nguyén va moi trudong
Hé thdng thong tin va CSDL quan ly hd nghéo
Hé théng théng tin va CSDL quan Iy an todn vé sinh an toan thuc pham
Phin mém truc két ndi tich hop, chia sé cip tinh (LGSP) dat chudn quéc té,
nham két néi, lién théng, chia sé va dung chung dich vu giita cac hé théng thong tin.
Hé thong cac CSDL dung chung phuc vu céng tic chuyén mén, nghiép vu cta
hyc luong Céng an.
Heé théng giam sat, bao vé cac muc tiéu quéc phong an ninh, muc ti€u quan
trong vé chinh tri, kinh t€, van hoa cua tinh.
~ Céc phan mém, CSDL phuc vu céng tac quan Iy gidm sat, kiém tra danh gi4,
xép hang hé théng trudong hoc; xay dung, tich hop thi diém CSDL hé théng hoc liéu
cua nganh.
Céc hé thdng thong tin phuc vu cdng tic quan ly, diéu hanh cta nganh Y té.
Phin mém, CSDL d4t dai cta tinh, tich hop véi CSDL dét dai ciia qudc gia.
4. Cong tac dam bao an toan an ninh thong tin
Cong tac dam bao an toan thong tin ludn dugc UBND tinh quan tdm, chi dao
thuc hién dong bd cac giai phap bio dam an toan thong tin cho cac hé théng théng
tin caa tinh, nhu: Pua vao khai théc, st dung mé,mg truyén sb liéu chuyén dung;
trién khai tmg dung chimg thu s6 chuyén dung; ddu tu ning cap cac Trung tam
tich hop dir liéu; trién khai st dung phﬁ?m mem hé didu hanh ban quyén; st dung
“trién khai phin mém xtr Iy ma doc; ban hanh cic quy ché, quy dinh béo dam an
toan thong tin; thuc hién thuong xuyén cong tac tuyén truyén, dao tao, tap huén an
toan thong tin cho can bd, céng chirc ¢ lién quan; ting cuong cong tac ho tro, xir
ly, Gmg ctru céc su ¢d, ma doc; Phéi hop véi cac co quan cé chuyén mon vé an
toan théng tin, x{r Iy su ¢ may tinh, xit ly ma ddc dé thuc hién cac giai phap nham
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dam bao an toan thong tin cho hé thdng may tinh cia cic co quan, don vi trén dia
ban tinh.

Trung td&m An ninh mang va An toan dit liéu cla tinh dat tai S& Thong tin va
Truyén thong Thanh Hoéa duge Trung tdm Céng nghé théng tin va Truyén thong
(don vi truc thudc S&) quan ly va vén hanh gén két véi cac chirc nang lién quan dén
viéc dam béo an ninh mang va an toan théng tin cho céc co quan, don vi, ca nhan va
doanh nghiép trén dia ban tinh theo quyét dinh 3133/QB-UBND ngay 07/10/2008.
Trong thoi gian qua, Trung tdm An ninh mang va An toan dit liéu dugc dAu tu, nang
cép mdt s6 hang muc nhu may chti va céc thiét bi an toan béo mat, vé co ban d3 dap
g céc yéu ciu trong viéc dam bao théng tin, dap Umg dugc yéu cau di dat ra tai
thoi diém d6 diu tu. Tuy nhién, trong nhimg nim qua vé&i viéc tmg dung CNTT
trong c4c co quan nha nudc trén dia ban tinh di dugc ddy manh dan dén viéc dap
tmg nhu cdu khong gian luu trit va duy tri céc phin mém, co s& dit liéu chuyén
nganh gip nhidu khé khan, bét cap. Trong d6 khoang 80% cic co quan don vi déu
bi héng cic may chi do thoi gian dau tu d3 lau; Vi vay,. viéc trién khai céc phén
mém ung dung, phén mém chuyén nganh phuc vu cong tac chi dao diéu hanh tai cac
don vi déu dua vé luu trir tai Trung tdm An ninh mang va An toan dit liéu; Bén canh
do6 voi viéc trién khai cac hé théng phan mém dugc cung cip qua mdi trudng mang
Internet, din d&n c4c rui ro thudmg truc vé mét an toan théng tin va tiém 4n céc
nguy co tdn cong mang cia tdi pham mang vao cic hé théng thong tin nay.

Trong khi do, sau gin 10 nim vén hanh va khai thac thi hiu hét céc trang thiét
bi cia Trung tim An ninh mang va An toan dit li¢u bi xudng cap, hét han bao hanh,
cong nghé cii va khéng ddng bé, twong thich va phat sinh nhiéu vin d& can dugc xtt
Iy kip thoi d& dam béao hé théng hoat dong lién tuc, hidu qué, cu thé 1a:

4.1. Ha tang k¥ thuit phyuc vu hoat dong cua Trung tdm

Trung tam dugce dau tu, lép dat cac mot s6 thanh phén ha té”mg tdi thidu phuc vu
hoat dong co ban cho phong may chi tai 01 phong 1am viéc chia S& Thong tin va
Truyén thong véi dién tich san 30m2. Cu thé nhu sau:

4.1.1. Hé thdng diéu hoa lam mat:

- Hé théng lam mat hién nay chi s dung 01 diéu hoa co cong sut 24BTU
dung dé lam mat toan bd khong gian phong may chii. Tuy nhién, cong sudt hoat
dong cua thiét bi khong dép img duoc chitc ning lam mét do céc trang thiét bi dugc
dﬁu tu, bd sung qua cac du 4n duoc ting 18n vé sé lugng. Pong thoi phai hoat dong
lién tuc 24/24h, nén thiét bj hoat dong khéng dn dinh.

- Danh muc thiét bj:
TT .| Ten thiét bi/Model | = = Chire nang | . (T6t/Hong/Can | i -
R lwgng b e | dan tw
_ T i) mAngcap) |
Diéu hoa Panasonic Piéu hoa ‘ ,
1 N 1 . . Can nang cap 2015
01 chiéu 24 BTU phong may




chui

4.1.2. Hé théng dién va luu dién
- Hé thong dién phuc vy hoat dong cua Trung tdm hién nay dang su dung
chung v6i nguédn dién ludi ctia S& Thong tin va Truyén théng. Khéng c6 ngudn dién
uu tién, phan tach vai hé théng ludi dién chung cla toa nha.
- Hé thdéng luu dién hién tai khong dap timg dugc nguén dién dy phong cho
toan bd cac thiét bi khi 6 sy cb mét ngudn dién ludi xay ra trong thoi gian dai.
- Danh muyc cac thlet bi dlen va luu dlen
ot :-"*fffé:_thlet 86 | théng 50
STT | | |
S blfModel v lqu'ng cO b__zm

g | Nam dau

Chu’c nang |

Cap dlen du

hong cho hé
PROng SROHE Y 44 hong hop

1 UPS 10KVA 01 10KVA théng may , 2009
. s . ac quy
cha va cac

thiét bi mang

Cép dién du
phong cho hé
théng truyén Cén ning
2 UPS 10KVA 01 10KVA . . 2015
hinh truc cap
tuyén cia
tinh

Cép dién du

| Hoat dong

3 UPS 30KVA 01 30KVA | phong cho et 2019
0

phong may

4.1.3. Hé théng giam sét an ninh

- Hé théng giam sat an ninh cta Trung tdm dang sir dung cic camera cap dong
truc, dugc bd tri lép dat va giam sat tai mot s6 vi tri trong yéu nhu bén ngoai hanh
lang, trong phong may chu.

‘ R VT So e - Tinh trang Nim
- TT vTethhl_et.b!/MOd_el Chu'c, nang | (T ot/Hong/Can o
A e lu,o,ng e : ‘ dau tu_
' a5 , 7| néng cip)
Gidm sat
1 Camera IMP 4 o ba hong 2009
hinh anh
Giam sat )
2 Camera 2MP 4 L Hoat d6ng 2019
hinh anh

3.2. Hé thbng an ninh, an toan théng tin mang
- Hé théng da duoc trang bi cac thiét bi an ninh mang bao gbém Firewall va
IPS. Tuy nhién cac thiét bi da hong va hét han gidy phép.

- Danh muc thiét bi an ninh mang;:
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e g | ] | Tinhtrang | oo
Tuodng ltra,
Firewall bao vé két
1 | Cisco ASA 02 3 Ethernet | ndi voi hé Pa hong 2009
5520 théng bén
ngoai
Heé thong
: phat hién
IPS Cisco S X .
2 01 3 Gigabit va ngan bd héng 2009
4240 e
_ chin tan
cong
Hé thong
4 phathién | Cén nang
IPS Source A . .z
3 Fi 01 3 Gigabit va ngin cap giay 2015
ire .
chéan tan phép
cong
Phin mém
phong Phat hién .
. . . Hét han
4 chong ma 01 100 va g& bd o . 2015
N o o gidy phép
doc tap ma ddc
trung
Phan mém L
4 sit Giam sat
glam sa hoat dong Hét han
5 hoat dong 01 100 p ,; ] 2015
P trang thiét | gidy phép
trang thiét .
. bi
bi

4.2. Hé théng mang, may chu

4.2.1. Hé théng mang WAN/INTERNET

- Hé thdng da c6 mang WAN/INTERNET cho hé théng CNTT dung chung.

- Céc duong két ndi hién cé:

+ DPuong Internet: Str dung 02 duong cap quang, bang thong 100Mbps
(Leaseline).

+ Puong WAN: Str dung 02 dudng cap quang, bang thong 10-100Mbps
(dudng truyén sb lieu chuyén dung) phuc vu cho hoi nghi truyén hinh va két nbi
mang dién rong WAN cua tinh.

+ Puong két ndi khac: Sir dung 01 dudng két ndi trie tiép ra mang TSLCD
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cap 1 dé tich hop truc glri nhan vin ban cia tinh véi TW; 01 dudng két ndi truc tiép
sang Trung tim THDL tai Van phong UBND tinh.
Sé lugng cac két ndi WAN dén Trung tAm: 48
- Danh muc thiét bj cho mang WAN/INTERNET

STT | Tén thiét S6 | S6 | Bing Chll’ ndng | . Tinh | Nim
T bl/Model lu’o’ng __glao _ »;__'_t‘hﬁng? . ‘ “trang | dhu tu
e s dign | R
"1 | Router 01 | 1 |Ethemet| Dinhtuyén | Canthay | 2009
Cisco vung WAN thé
2 Switch 02 24 | Ethernet | Chuyén mach | Canthay | 2009
Cisco vung DMZ thé
3 Router 01 1 Ethernet | Dinh tuyén Can thay | 2009
Cisco vung Internet thé
4 Router 01 1 Gigabit | Dinhtuyén | Hoatddng | 2019
Cisco vung Internet

4.2.2. Hé thong mang LAN

- Hién tai mang LAN cho hé théng CNTT ding chung da duoc trién khai.

- Mang LAN duogc thiét ké theo kién tric mang ngang hang, 13 mot diém két
no1 voi Trung tam cua tinh.

Danh muc thiét bi cho mang LAN

STT| Ten thigt S5 £ S5 T Bang | Wt | Tinhfrang | Nam
- | bi/Model ,lu?’!lg :--l.glao"'??f,thong, | ddutw
o dien | ] | S
I | Switch 02 | 24 | 10/100 | Switch | CAnnangcip | 2009
Core Mbps Trung
tam
2 Switch 04 24 | 10/100 | Switch | Cannangcap | 2009
Access Mbps nhanh,
két ndi
PCs
3 Switch 01 24 100/1000 | Switch Hoat dong 2019
Core Mbps Trung
tam

4.2.4. Hé théng may cha va luu trir
- Danh muc cac thiét bj may chu:

ST | Ténthiét | S6 | S6 | S6CPU | Chircning | Tinh trang | Nim
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— SO SRS | v Maychu e
IBM tng dung, | Can thay
. 1x146 1 CPU .
xSeries 4 GB TDOffice, thé hoac 2009
3500M2 Anti- ning cip
Virus..
2 May chu
IBM ng dung, Cén thay
. 1x146 1 CPU .
xSeries 3 GB TDOffice, thé hoac 2008
3560M2 Anti- ning cép
Virus..
3 4x300
IBM GB N
. May chu Can thay
xSeries hoidc 2 CPU . , -
8 Hosting, thé hodc 2009
3650M2 Ix .
TDOffice nang cap
146
GB
4 Lenovo 4 2x600 | 2x2.1GHz | May chu Cﬁp thay 2015
system X GB Hosting, thé hodc
3650M4 TDOffice | néngcap
5 HP 1 2x300 | 2x2.1GHz | May chu duy Cﬁp thay 2015
GB an khoa theé hodc
hoc CN nang cap
6 Dell 8 2x600 | 2x2.1G, Céng dich Hoat,df)ng 2019
PowerEdge GB 16C/32T vu Cﬁng; tot
M640 phan mém
mot cira
dién t,...
- Danh muc céc thiét bj luu trit:
grr | Temtiét | S6 | Dung | oy o | Tinhtrang | Nim ddu
.| biModel - | lwgng | lwgng | S tw
» Can thay thé
Tape Backup Sao luu dit liéu
1 ] 01 80GB . hodc nang 2009
Driver ra bang tu .
cap
. Can nang
2 SAN Lenovo 01 5TB Sao luu dir liéu . 2015
cap
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3 SAN Dell 01 46,6 TB | Luu trit dit liéu

Hoat dong

2019

can bd da c6 chimg chi qudc té CCNA, MCSA.. ;

5. Nhin lyc van hanh va quan trj hé théng

Hién tai, mdi s&, ban, nganh, UBND cép huyén da co6 sy phén cong mot cén
bo truc tiép phu trach CNTT; mdi co quan cd it nhéit 01 can bd chuyén trach
CNTT phu trach an toan théng tin mang c6 trinh d6 tir Cao ding, Pai hoc chuyén
nganh CNTT tré lén.
Nhén lyc quan tri va vén hanh hé théng tai Trung tdm tich hop dit liéu; Trung
tAm an ninh mang va an toan di liéu co trinh do dai hoc tré 1én vé& CNTT, mot sb

Tai Trung tdm Cong ngh¢ thong

tin va Truyén thdéng cac can bd cd trinh d9, ning luc ddm bdo an ninh mang va an
toan dit liéu con nhiéu han ché, yéu kém; chua cé su dau tu dong bd, tuong xing
cho linh vuc dic biét quan trong nay. Cu thé nhu sau:

-S4 can bd lam CNTT/ tdng sb can bo cia don vi: 21/26

TT Phan loai S6 luong
(ngwoi)
1.1 | S6 lwgng cin bé phin theo linh vue dao tao
a) | Chuyén nganh vé& CNTT 21
b) | Chuyén nganh vé ATTT
¢) | Chuyén nganh tuong duong
1.2 | S lwong cdn bé phin theo trinh d6 dao tao
a) | Trén dai hoc 03
b) | Pai hoc 21
¢) | Cao ding
d) | Trung cip 01
1.3 | S6 Iweng cin bd c6 chitng chi vé CNTT, ATTT hoic twong dwong
a) | S can bd c6 chimg chi qubc té 04
b) | Sb can bd co chimg chi trong nude 06
- Nang luc cia can bd c6 céc k¥ ning v& an toan thong tin
TT phén loai S6 lwong
(ngudi)
2.1 | Nhém chuyén gia quin ly ATTT o
a) | Quan Iy ATTT cép cao 01
b) | Hé thong quan 1y ATTT 02
¢) | Quan tri hé théng thdng tin (hé diéu hanh, tmg dung) 05
d) | Quan tri an tean mang va ha ting mang 05
d) | Xay dung chinh sdch dam bao ATTT 03
2.2 | Nh6m chuyén gia k¥ thuét phong thu, chéng tin cong
2) K¥ thuét tdn cong va chong tan cong mang, chdng khing b, chdng o
chién tranh mang
b) | Phén tich mé ddc, phong chong ma doc va phan mém gién diép 01
_©) Ung ctru xtt ly sy ¢d ATTT 03
_______ d) | Kiém tra, glam sat va phan tich hé thdng, do quét 16 hong bao mat 02
&) | Phan tich su cd ATTT - 01
e) Dleu tra, thu thap thong tin sy cd va ching clr dién tir i : 01
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g) | Giam sat, loc ndi dung thong tin trén mang 03
h) | Theo doi, kiém soét ludng thong tin trén mang 04
2.3 | Nhém chuyén gia ky thudt bio vé an toan hé thong va img dung B
a) | Ma hoa, tham md, che dAu va bao mat ndi dung thong tin 01

__b) | Chitky s6, nhan dang, xéc thuc 04
¢) | Tich hop hé thong ATTT 05
d) | Tu vén, thiét ké, xdy dung hé thong mang an toan 05
&) | Lap trinh dam bao an toan (img dung Web, cong thong tin dién t0) 02
e) | Pam bao an toan hé théng vién thong, mang di dong, mang khéng déy 01

Dam bao an toan giao dich dién tr, thanh toan truc tuyén, thuong mai
&) | dien tir 02
h) | Dam bao an toan co s& dit ligu 05
2.4 | Nhém chuyén gia ky thuit kiém tra, danh gia ATTT
a) | Tu van hop chuan ATTT 02
b) | Phén tich, quan 1y rii ro, duy tri hoat dong hé théng thong tin 02
¢) | Danh gi4 an toan hé théng va san phdm cong nghé thong tin 01
d) | Kiém tra, d4nh gia an toan (mg dung Web va cong thong tin dién tir 01
6. Panh gia chung.

6.1. Hién trang co s& ha tAng k¥ thuat va tmg dung CNTT:

Trong nhitng ndm qua véi viéc tng dung CNTT trong cac co quan nha nude
trén dia ban tinh da dugc diy manh; Bén canh viéc déu tu phat trién co so ha tang
tai cdc co quan, don vi d4 dap ung nhu cau xi ly cdng viéc, nhung 80% cic co
quan don vi déu bi héng cac may chi do thoi gian dau tu di 1au; Vi vay, ngoai
viéc trién khai cdc phin mém Ung dung dung chung phuc vu xdy dyng chinh
quyén dién tir va cac Umg dung thanh phé théng minh. Bén canh d6 con thyc hién
viéc luu trir cac phén mém chuyén nganh phuc vu céng tac chi dao diéu hanh tal
cac don vi déu dugce dua vé luu trit tai Trung tAim An ninh mang va An toan dit
liéu cta tinh do S& Théng tin va Truyén théng quan 1y.

Tuy nhién, do Trung tam dugc dau tu tir nam 2009 trén co so tan dung ha
tdng phong lam viéc san c6 tai S& Thong tin va Truyén théng; Nén trong qua trinh
van hanh khai thac hiu hét cac thanh phan cua Trung tdm d3 phét sinh nhiéu van
@ nhu cac hang muc ha tang k¥ thuat khong dap (mg céc tiéu chuin, quy chuin
hién hanh vé hoat dong ctia mét trung tdm dit liéu cép tinh. Mat khac, da phén cac
trang thiét bi nhu may chi, hé théng mang d& xubng cdp, céng ning st dung
khong dam bao cho viéc mé rong, trién khai van hanh va luu trit tip trung céc ing
dung CNTT dung chung trén dia ban tinh.

6.2. BDam bao an toan thong tin mang

Trong 06 thang dau nim 2019, Bd Thong tin va Truyén thong da ghi nhin
3.519 cudc tn cdng mang vao cac hé théng thong tin tai Viét Nam. Trong do cé
968 cudc tin cong thay dbi giao dién (Deface), 635 cudc tAn cong cai cam mi doc
(Malware) va 1.556 cudc tin coéng lira ddo (Phishing). Tuy nhién, hon 60% co
quan, t6 chirc cta Viét Nam khong hé c6 kha ning ghi nhan, canh bao hanh vi do
quét, thir tAn cong ciia ké x4u nhim vao hé théng théng tin ctia minh. Trén dia ban

14




tinh Thanh Héa, tinh hinh mét an toan thong tin ciing khéng n3m ngoai xu huéng
trén, thim chi cac nguy co tin cong mang vao cic hé thdng thong tin cia cic co
quan, don vi trén dia ban tinh con dién bién phtc tap va gia ting hang nim do viéc
trién khai mé rong cac ing dung Cong nghé thong tin trén dia ban tinh dén pham
vi cap x4. Theo ghi nhan cta S& Théng tin va Truyén théng Thanh Héa, hang nim
thuc hién Ung cru va xtt ly khoang 600 luot sy cd, ban hanh hon 20 lugt van ban
canh bao sém cac su cb gdy mat an toan thong tin.

Tai Trung tim An ninh mang va An toan dit liéu cta tinh dd 4p dung cac giai
phép khac nhau nhu st dung thiét bj tuong lira, thiét bi phat hién va chong xam
nhap (IPS), phdn mém chdng virus, sao luu dit liéu; Tuy nhién, gifra cac giai phap
vé k¥ thuét, cong nghé cta he théng duoc trang bi dang co6 su thiéu df“)ng bo. Viéc
trién khai hé théng giam sat téng thé trén dia ban tinh chua dugce trién khai. Bén
canh d6, chua c6 giai phap didu hanh, (mg phé céc su cb dién ra trén dién rong,
gy anh huong toi cac hé théng thong tin phuc vu xay dung chinh quyén dién tir.

6.3. Ngudn nhan lyc:

Da phén céc can bo chuyén trach vé CNTT tai cac don vi chua dugc dao tao
chuyén sau, nén gip rat nhiéu khé khin trong cong tac tham muu cho céc don vi
trong trién khai (g dung CNTT va dam bao an toan thong tin.

Ngoai ra, ngudn nhan luc CNTT s&n c6 cua tinh dang hoat dong trong cac co
quan nganh doc cua Trung uong, doanh nghiép nha nudc, tu nhan. Tuy nhién, aé
c6 thé vén hanh hoat dong Trung tim dit liéu va Piéu hanh an toan, an ninh mang
cta tinh cin phai td chic céc khoa dao tao, bdi dudng ky nang kién thirc an toan
théng tin phit hop véi céc ddi tugng khac nhau. Dac biét la cac can bd tai Trung
tim Cong nghé thong tin va Truyén théng dé qua d6 hinh thanh doi ngii can bd k§
thuét chuyén sdu va c6 du néng luc phong chéng, tmg phé s ¢b céc hinh thirc tan
cbng mang. |

II. Sw can thiét phai déu twr dyr an

Trong nhiing nam qua, viéc day manh tng dung cong nghé thong tin (CNTT)
trong hoat ddng clia co quan nha nudc xdy dung chinh quyén dién t, phat trién
cac dich vu thanh phé thong minh, nhém ning cao hiéu luc, hiéu qua hoat dc}ng
clia co quan nha nuéc, phuc vu nguoi dan va doanh nghiép 1a cha truong quan
trong ctia Pang va Nha nudc ta. Puge sy quan tam lanh dao, chi dao ctua Tinh uy,
HDND, UBND tinh, su nd luc phén d4u cta céc cép, cac-nganh, UBND cép huyén
cong tac img dung CNTT trong co quan nha nudc cia tinh Thanh Hoa thoi gian
qua da dat duoc nhitng két qua quan trong. Cling véi viéc tip trung ban hanh hé
théng chinh sach vé ung dung CNTT dé)ng bd, Linh dao tinh da uu tién nguén luc
phat trién ha tang CNTT, déy manh cac tmg dung CNTT vao thuc hién nhiém vu
cta cic co quan nha nude hudng tdi xay dung Chinh quyén dién tir, dén thoi diém
hién nay ha ting, ung dung CNTT huéng téi xay dung chinh quyén dién t trén
dia ban tinh d3 dat duoc két qua kha quan.
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Su bing nd clia cong nghé théng tin da va dang anh hudng sau rong téi moi
linh vuc cta cude séng; Déi véi cac co quan, cac td chirc cong nghé thong tin 12
nhan tb ting cuong hay cai cach cac hoat dong nghiép vu nham phuc vu t8t hon,
hoan chinh hon déi véi x4 hdi, huéng dén Chinh phi, chinh quyén dién ti, dbi véi
cac doanh nghiép, cdng nghé théng tin dé trd thanh mot trong nhig nhan td tang
sttc manh, kha nang canh tranh trén thi trudng; Chinh vi vy hién nay mdi doanh
nghiép, mdi tb chic dang cd ging xay dung cho minh mdt hé théng théng tin
manh, an toan, bn dinh va hiéu qua. Nén tang cha hé théng thong tin khong thé
khoéng nhéc dén cac Trung tdm Tich hop dit liéu (TTDL, hodc Datacenter), trai tim
ctia toan bd hé thdng; Viée xay dung céc trung tam tich hop dir liéu/Trung tam dir
lidu 13 xu thé tit yéu, 1a nhu cu bét budc, khong thé thiéu déi véi mdi doanh
nghiép hay cac td chirc; Viée xay dung céc trung tAm tich hop dit liéu tiéu chuén
s& dam bao muc tiéu tdi wu cho hoat ddng, ddm bao tinh san sang, tinh thuan tién
trong van hanh ciing nhu phat trién hé théng sau nay.

Mic du di dat duge nhitng két qua néu trén, tuy nhién, qua phan tich hién
trang veé ha ting ky thuat, img dung cong nghé thdng tin va cong tic dam béo an
toan thong tin mang hién nay trén dia ban tinh con nhiéu bét cap, khong déng bod
va dam bao cho viéc phat trién, md rdng sau nay. Do dé viéc déu tu ning cép trang
thiét bi, hoan thién ha ting k§ thuat CNTT dé dam bao tinh kha thi trong viéc luu
trit, duy tri tap trung céc phin mém tng dung dung chung, phin mém co s& dir liéu
chuyén nganh cta cic co quan Nha nudce trén dia ban tinh 1a yéu cau cép thiét.

" Mt khéac, truée tinh hinh méi ¢ dién bién phic tap ciing v6i sw phat trién k¥
thut cong nghé cao trén thé gidi hién nay, kha ning tdn cong pha hoai clia céc tin
tic trong va ngoai nudc dién ra ngdy cang tinh vi voi muc tiéu tép trung vao cac hé
théng théng tin quan trong cia cic BJ, nganh, dia phuong. Do do, can phai co
trung tam diéu hanh an toan, an ninh mang dé cong tac giam sat, canh bao, phong
va chéng lai cac nguy co mét an toan an ninh théng tin dugc tién hanh thuan loi.
Dam bao cho cac hé théng tmg dung cong nghé thong tin dugc van hanh thong
sudt va an toan. Vi vay, viéc luya chon dau tu dy an “Pau tu trang thiét bi, may
chq, thiét bi mang dé xay dung Trung tam dif liéu va Diéu hanh An toan, an ninh
mang cta tinh” 14 rit can thiét.

PHAN II: MUC TIEU, QUY MO, PIA PIEM VA PHAM VI PAU TU

I. Muc tiéu du an .

- Xay dung Trung tam dit liéu va Diéu hanh An toan, an ninh mang cta tinh
dat cac tidu chuén k¥ thuat ctia mot Trung tdm dit liéu hién dai theo quy dinh hién
hanh, 4p dung nhing giai phép cong nghé tién tién nhét vira dam bao tinh ké thira
vira ¢6 tinh san sang cao.

- Xay dung hé théng nén tang didu hanh an ninh bao mat di manh dé giam
sat phat hién va ngin chin dugc hau hét cac tdn cong trén mang Internet nham
khai thac cac 16 hdng cia cac tng dung va thiét bi tin hoc trong mdi hé thong
mang cua cac td chirc; Trang bi bd sung cac thiét bi, phén mém, hé thdng giam sat
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bao dam an toan thong tin nhim cung cép va quan 1y ha tang thong nhét, ddng bo,
dam bao an toan, an ninh théng tin nhim cung cip va quan 1y ha ting théng nhat,
ddng bd, dam bao an toan, an ninh thong tin dé van hanh céc hé théng thong tin va
luu trit tip trung cac co s¢ dit lidu quy mo cép tinh hién dugc Iuu trit tai cac nganh,
dia phuong; Téi giam chi phi chung vé quan ly trung tAm dit lidu clia toan bd hé
théng cac co quan nha nudc so voi viée timg co quan x4y dung, vén hanh riéng 1é
cac hé théng thong tin ctia minh, nhim dép ng co s& nén tang dé thuc hién muc
tiéu xdy dung Chinh quyén dién tir tinh Thanh Héa hudng dén thanh phd thong
minh.

- T4n dung cac trang thiét bi hién c6 con st dung, chuyén dbi cong ning cho
phu hop vdai tinh ning ky thuat cia thiét bi.

- Téng thé Phuong an dap img dugc muc tiéu ctia du an dé ra.

- Pao tao ting cudng nhén luc vé cong tac dam bao v& an toan, an ninh thong tin.

- Pam bao duy tri két ndi lién thong t6i Trung tdm Gidm sét an toan khong
gian mang qudc gia dé chia sé va hd trg tmg phd cic sy cd mat an toan thong tin
trén pham vi Quoc gia.

- Céc hé thdng trang thiét bi dau tu ning cAp méi theo cong nghé mai nhat
hién co trén thi truong ICT.

- Bam bao nang luc xir ly trong hé théng mang va bao mat; BDam bao tinh san
sang cao nhét tai nhimg diém quan trong trong hé thé)ng mang va bao mét, dac biét
1a cdc hé thdng ding chung ctia Tinh nhu Trung tAm dif liéu va cac ing dung ding
chung; Pam bao tinh bdo mat cao nhét cho toan bd hé théng mang va bao mat;
Pam bao kha ning quan tri tdp trung toan bd hé théng mang va bao mat mét cach
d2 dang; Quan 1y va luu trir nhat ky log, hd trg cong tac tim kiém log ¢l cac may
cha, thiét bj mang.

- Pam bao ty 18 1ay nhiém mi doc duoc khéng ché dudi 20% trong cac co
quan Nha nudc trén dia ban tinh.

IL. Quy md, dia diém, pham vi dau tw

1. Quy mo

- Péu tu x4y dung ha tdng ky thuit cho Trung tAm dit lidu cla tinh: x4y dung
ha tAng phong mdy cht va thiét bi mang, phong didu hanh, xay dung hé théng
ngudn dién cung cip va luu dién; trang bi hé théng diéu hoa chuyén dung; trang bi
hé théng bao va chira chay tu dong, trang bi cac ha téng khac dé dam bao ha tﬁng
on dinh. '

- Pau tu xay dung ha ting mang (bd sung cho hé théng cii): Hé thong thiét bi
chuy&n mach 15 (core switch); thiét bi dinh tuyén két nbi cac hé thong WAN va
internet.

- Pau tu x4y dung Trung tAm diéu hanh an ninh mang: may chi; hé thdng sao

lwu dir lidu; thiét bi firewall cho mang 16i, mang WAN, Internet, co s& dit liéu;
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Web Application; hé théng Access Switch; hé théng Antivirus cho méay chi; Hé
thdng EDR/AV cho cic may tram; hé théng SIEM (di kém hé théng phén tich bét
thuong + hé thong quan ly SOC).

P& thuc hién dy 4n cin phai dau tu cac trang thiét bi nhu sau:

STT Danh muc thiét bi, hang muc dau tw an vi So
: tinh lwgng
A Ha ting k§ thuit cho Trung tim An toan, an ninh He théng 1
mang ,
1 Hé thong san ning Hé thong 1
2 | Hé thdng ngudn dién Hé théng 1
3 | Hé thdng luu dién UPS Hé théng 1
4 | Hé thdng 1am mét dieu hoa chinh xac Hé théng 1
5 Hé thdng an ninh gidm sat Hé théng 1
6 | Hé thong gidm sat mdi truong, quan tri tap trung Hé thong 1
7 | Hé thong Phong chay chira chay chuyén dung Hé théng 1
8 | Hé thong chong sét, tiép dat Hé thong 1
9 | Hé théng td rack Hé théng 1
10 | HE théng cap mang, thang mang cap Hé théng 1
11 | Trang thiét bi cho phong giam st va diéu hanh Hé théng ]
B Hé thong may chi, thiét bi mang va giam sat an ninh H¢ théng 1
mang
1 | Bé sung thiét bi/phin mém bao mjt
1 | Firewall/IPS cho ving Internet Hé thdng 2
2 | Firewall cho viing Server Hé thong 2
3 | Firewall cho ving WAN Heé théng 2
4 | Hé thdng phat hién va img pho cho diém cudi (EDR) Hé thong 1
p Hg‘ thf)ng phan mém phong chong ma ddc tép trung cho Hé théng )
toan tinh
Hé théng mang riéng a0 (VPN) Hé théng 1
7 | Hé théng phong, chéng tén cong DoS/DDoS Hé théng 1
8 | Héthéng phé”m mém diét virus cho may chu Hé thdng 1
II | Hé thong giam sat an ninh mang
1 grén thdng giam sat va diéu hanh an ninh mang tai Trung He théng 1
2 IC;I? thépfg thi’é’t bi quan tric co s tai Trung tAm va 10 Hé théng 1
i€m gidm sat
III | Thiét bi mang
1 Switch ving DMZ Bo 2
2 | Switch core Trung tam Bo 1
3 Switch vung server Bo 4
4 | Switch truy cép tép trung Bo 4
IV | May cha
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1 Khung may cha Bo 1
2 | May chu Bo 8
3 | Hé thdng sao luu du phong dit liéu Hé thbng 1
Lip dat, cai dat, ciu hinh thiét b, chuyén dbi, tich
C A oen £ o A 41 K -
hop hé thong cii sang hé thong méi
1 Lép dat, cai dat, cau hinh trang thiet bi dau tu mai Goi 1
2 | Van chuyén, tich hop hé théng cii sang hé théng méi Goi 1

- Pao tao ning cao k¥ ndng vén hanh va chuyén giao cong nghé: Pao tao quan ly
van hanh hé théng SOC; bao tao vé xtt ly, diéu tra ching cir sb; Pao tao co ban vé danh
gia An toan thong tin; Pao tao va thi ching chi qubc té vé giam sat, phat hién xAm nhép
chuyén séu.

2. Pia diém déu tu:

Tai toa nha Trung tim cong nghé thong tin tinh Thanh Hoa.

PHAN 3: CAC NOI DUNG PAU TU VA DU KIEN TONG MUC PAU TU

I. Cac ndi dung déu tw

1. Pau tu hé théng ha té‘mg k§ thuat cho Trung tdm An toan, an ninh mang: Hé
théng san nang; Hé théng nguén dién; Hé théng luu dién UPS; Hé théng lam mat
Trung tam dit liéu; He théng an ninh giam sat; Hé théng giam sat mo1 truong,
quan tri tap trung; He théng phong chay chita chdy; Hé théng chéng sét, tiép dat;
Hé théng ta rack; Hé théng cap mang, thang mang cap; Trang thiét bi cho phong
giam sat.

2. PAu tu hé théng may chy, thiét bi mang va gidm sat an ninh mang:

- Bé sung thiét bi/phé“m mém bao mat: Firewall/IPS cho ving server; DB
Firewall cho vung server; Web/App Firewall; Phin mém EDR; Phén mém phong
chbng ma doc tap trung; Hé théng phin mém quan 1y truy cap dic quyén (PAM);
Hé théng kiém soét truy cap mang (NAC).

- Hé théng giam sat an ninh mang: Hé théng thiét bi phén tich, xir 1y tai Back
End; Hé théng thiét bi Front End va TAP; License tinh ning phan mém SOC.

- Hé théng thiét bi mang: Thiét bi dinh tuyén Router; Switch core; Switch
vung server; Switch truy cép. |

- Hé théng may chu: Khung may cht; May cha; Hé thdng sao luu dy phong
dit liéu.

* P6i voi hé théng may tinh phuc vu cho hoat dong giam sat tai Trung tdm su
dung céc may tinh dic thil v6i cdu hinh cao (khong phai may tinh xach tay cling
nhu may tinh Desktop thong thudng), gdm: 01 than méy (ciu hinh tuong g véi
dong may chua tdm trung) + 03 man hinh + 01 gia treo man hinh; may tinh c6 thiét
bi xir 1y hinh anh chuyén dung v&i dAu ra hién thi 03 man hinh ddc 1ap: dé can bo
giam sat co thé thuc hién viéc giam sat cac su cb an toan thong tin; xir 1y su cb va
cap nhat thong tin x ly trén hé théng diéu hanh an toan théng tin mang. Trung
tam dit liéu va diéu hanh an toan thong tin mang tinh Thanh Héa khi di vao hoat
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dong thi co cAu nhan sy phuc vu cho hoat déng quéan 1y, van hanh hé thong dam
bao 24/7 tai Trung tdm, bao gé)m 04 nhém chinh v6i nhan su khoang 15 nguoi dap
ung theo moé hinh vé c4n bd van hanh tai cidc Trung tdm An toan thong tin mang
nhu: nhém theo ddi, phén tich canh bao sy cb (10 ngudi); nhom xi 1y sur cb an
toan théng tin mang (2 nguoi); nhom phén tich an toan thoéng tin mang chuyén sau
(02 ngudi) va nhéom quan ly chung (01 nguoi). Do do, tbi thidu tai 10 vi tri ctia
nhom theo ddi, phéan tich canh béo sy cd, phai duoc trang bi 10 may tinh chuyén
dung nhu trén phuc vu cho hoat dong chuyén mén déc thu nhim bao dam khai thac
hét céc chirc ning clia hé théng gidm sét an toan thdng tin mang dwgc dau tw. Con tai
05 vi tri con lai co thé st dung cac may tinh khac dé hd trg hoat dong cong vigc.

3. Pao tao ning cao k¥ nang vén hanh va chuyén giao cong nghé¢:
3.1. Dao tao quan ly v4n hanh hé théng SOC

- T4 chic 01 16p, 05 ngay cho 15 hoc vién.

- N1 duhg, muc dich dao tao:

+ Sir dung thanh thao cac giai phap cong nghé cta SOC.

+ V4n hanh hé théng Trung tdm kiém sot an toan théng tin mang.
+ Xt ly va dbi pho véi cac tinh hudng tin céng mang tai SOC.

+ Pao tao va thuc hanh onsite trén hé théng SOC.

3.2. Pao tao v& xit Iy, diéu tra chimg cit sb

- T4 chirc 01 16p, 05 ngay cho 05 hoc vién.

- Nbéi dung, muc dich dao tao:

+ Gidi thiéu vé didu tra ching cit s6.

+ Quy trinh thu thép chimg cit s.

+ Trich xut dit liéu trén mdi trudng ing dung Windows.

+ Trich xut dit ligu tir h¢ diéu hanh Windows.

+ Nghién ctru hoat dong ctia dia clirg va img dung trong didu tra sb.
+ Trich xuét, diéu tra chitng cr trén RAM.

+ Phéan tich ching c trén dit liéu phi cAu tric.

+ Trich xuét, diéu tra chiing cir trén cac giao thirc mang.

+ K&t luan thong tin va béo céo diéu tra sd.

3.3. Dao tao co ban vé danh gia An toan théng tin

- T4 chirc 01 16p, 05 ngay cho 05 hoc vién.

- Noi dung, muc dich dao tao:

+ Gidi thiéu vé tong quan vé Hacker va Hacking.

+ Gidi thiéu danh gia an toan thong tin.

+ Céc budc dé thuc hién danh gia an toan thong tin cho hé théng mang va web.
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+ Cung cép céc kién thirc, thyc hanh dé thuc hién Panh gi an toan thdng tin.

+ Huéng dan str dung, thuc hanh cac cong cu Kali, Metasploit... dé thuc hién
thir nghiém xam nhép.

3.4. Dao tao va thi chimg chi qudc té vé giam sét, phat hién xdm nhép chuyén sau

- T4 chirc 01 16p, 05 ngay cho 05 hoc vién.

- Néi dung, muc dich dao tao:

+ Bai 1: Céc khai niém vé TCP/IP.

+ Bai 2: Giéi thiéu vé cong cu phan tich Wireshark.

+ Bai 3: M6t s6 ndi dung co ban vé mang va bd giao thirc TCP/IP.

+ Bai 4: Nang cao vé kha ning st dung cong cu phan tich Wireshark.

+ Bai 5: Cac phuong phép phat hién danh cho cac giao thirc img dung

+ Bai 6: Gidi thiéu vé hé théng phét hién x4m nhép.

+ Bai 7: S& dung mot sb cong cu dé diéu tra va giam sat luu lugng mang.

+ Bai 8: DPidu tra cac vin d& trong hé thdng mang théng qua viéc phén tich
lru luong mang.

+Bai 9: Xay dung kién tric dé theo ddi luu luong trong hé thdng mang.

I1. Téng mirc dau tw

Téng murc dau tu lam tron: 99.547.000.000 ddng (Bing chit: Chin muoi chin ty,
nim trim bén muoi bay triéu dong chin). Trong do:

- Chi phi xay lap: 253.000.000 dong;

- Chi phi thiét bi: 87.195.000.000 dong;
-Chiphi quénlydyan:  932.000.000 déng;

- Chi phi tr van: 1.311.000.000 dbng;
- Chi phi khéc: 807.000.000 dong;

- Chi phi du phong; 9.049.000.000 dong.

I11. Ngudn von dau tu
Ngudn kinh phi danh cho xay dung chinh quyén dién tir va phét trién mot s
dich vu thanh phé théng minh giai doan 2019-2020.



BANG TONG HOP KHAI TOAN TONG MUC PAU TU

DU AN: PAU TU TRANG THIET Bl MAY CHU, THIET B MANG DE XAY DUNG TRUNG TAM DU LIEU VA PIEU
HANH AN TOAN, AN NINH MANG CUA TiNH

Don vi tinh: VND

STT Ni dung chi phi Dién gidi cdich tinh fr':f;‘cht;‘s: Thué GTGT Tshaa““:‘h::g“
I | Chi phi xay lip (Gxl) Du toan xay lip 230.000.000 23.000.000 253.000.000
1 | Lap dat hé théng san nang 55.000.000 5.500.000 60.500.000
2 | Lip dat hé théng 1am mat 80.000.000 8.000.000 88.000.000
3 | Lip dat hé théng PCCC 70.000.000 7.000.000 77.000.000
4 | Lap dat hé théng chong sét, tiép dét 25.000.000 2.500.000 27.500.000
I | Chi phi thiét bi (Gtb) Du toan mua sim thiét bi 81.397.200.000 | 5.797.720.000 | 87.194.920.000
1 | Chi phi mua sam thiét bi 80.714.200.000 | 5.765.920.000 | 86.480.120.000
1 | Thict bi cho ha tang ky thudt cho 17.939.200.000 | 1.793.920.000 | 19.733.120.000
Trung tAm an todn, an ninh mang _
1.1.1 | Hé théng san ndng 680.000.000 68.000.000 748.000.000
1.1.2 | Hé thong nguon dién 2.650.000.000 265.000.000 |  2.915.000.000
1.1.3 | Hé théng heu dién UPS 2.850.000.000 285.000.000 |  3.135.000.000
114 | thong lam mdt Trung tdm dit 2.750.000.000|  275.000.000 | 3.025.000.000
1.1.5 | Hé thong an ninh gidm sdt 1.000.000.000 100.000.000 | 1.100.000.000
1.1.6 | thong gidm sdt moi Iriomg, quan 950.000.000|  95.000.000|  1.045.000.000
Iri tap trung
1.1.7 | Hé théng phong chdy chita chdy 2.500.000.000 250.000.000 |  2.750.000.000
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1.1.8 | Hé théng chdng sét, tiép ddt 400.000.000 40.000.000 440.000.000
1.1.9 | Hé théng ti rack 900.000.000 90.000.000 990.000.000
1.1.10 | Hé tho”'ngcdpmang, thang madng cdp 660.000.000 66.000.000 726.000.000
1.1.11 | Trang thiét bj cho phong gidm st 2.599.200.000 |  259.920.000 | 2.859.120.000
12 | Thictbi cho hé thong mdy ch, thict 62.775.000.000 | 3.972.000.000 | 66.747.000.000
bi mang va gidm sat an ninh mang
1.2.1 | Thiét bi/phdn mém bio mat 23.695.000.000 | 1.797.000.000 | 25.492.000.000
1.2.1.1 | Firewall/IPS cho viing Internet 3.720.000.000 372.000.000| 4.092.000.000
1.2.1.2 | Firewall/IPS cho viing server 3.600.000.000 360.000.000 | 3.960.000.000
1.2.1.3 | Firewall cho vimg WAN 3.600.000.000 |  360.000.000 | 3.960.000.000
Hé thdng phan mém phdt hién va
1214 | 4 b6 eho didm cudi (EDR) 1.625.000.000 01 1.625.000.000
1.2.1.5 | £han mém phong chong ma doc tdp 3.875.000.000 0| 3.875.000.000
trung cho toan tinh
1.2.1.6 | Hé théng mang riéng do (VPN) 4.550.000.000 | 455.000.000 | 5.005.000.000
Hé théng phong, chéng tdn cong
1217 | b ompos 2.500.000.000 |  250.000.000 | 2.750.000.000
1.2.1.8 | 116 thong phan mém digt virus cho 225.000.000 0| 225.000.000
mdy chu
12.2 g%tch)ong gidm sit an ninh mang 23.300.000.000 |  597.000.000 | 23.897.000.000
1,221 | Thiet bi i y trung tam cua he 160.000.000|  16.000.000|  176.000.000
thong SOC
1.2.2. | Thiét bi heu it dit ligu idp frung 2.180.000.000|  218.000.000|  2.398.000.000

cua trung tam SOC
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Hé théng phdn mém gidm sdt va

1.2.2.3 |7.5% 7, . 13.660.000.000 01 13.660.000.000
diéu hanh an ninh mang N
1.2.2.4 | Thiét bi thu thdp va phdn tich si 2.180.000.000 |  218.000.000 |  2.398.000.000
kién, log tai Trung tdm
Bdn quyén phan mém cho thiét bi
1.2.2.5 | thu thdp va phdn tich sy kién, log 1.820.000.000 0| 1.820.000.000
cua Trung tdm
1.2.2.6 | Thiét bi thu thdp va phn fich si 1.150.000.000|  115.000.000|  1.265.000.000
kién, log tai cdc diém giam sat
Bén quyén phan mém cho thiét b
1.2.2.7 | thu thdp va phdn tich si kién, log 1.850.000.000 0 1.850.000.000
ctia cdc diém gidm sdt
Thiét bi trich xuat luo”ﬁg dit liéu tai
Trung tam:
1.2.2.8 Tap Z]guang: Cubro- Optical TAP, up 100.000.000 10.000.000 110.000.000
to 100G
Thiét bi trt’cl:z xudt luéng div liéu tai
1.2.2.9 | cde diem giam sdt: 200.000.000 20.000.000 220.000.000
Tap dong: Cubro: Copper 01 Link 1G
1.2.3 | Thiét bi mang 3.400.000.000 340.000.000 3.740.000.000
1.2.3.1 | Switch viimg DMZ 500.000.000 50.000.000 550.000.000
1.2.3.2 | Switch core Trung tam 1.500.000.000 150.000.000 1.650.000.000
1.2.3.3 | Switch viung server 1.000.000.000 100.000.000 1.100.000.000
1.2.3.4 | Switch truy cdp 1dp trung 400.000.000 40.000.000 440.000.000
1.2.4 | Méay chua 12.380.000.000 | 1.238.000.000 | 13.618.000.000
1.2.4.1 | Khung mdy chu 1.847.808.000 184.780.800 | 2.032.588.800
1.2.4.2 | Mdy chi phién 6.032.192.000 603.219.200| 6.635.411.200




Hé tl15ng sao lwu dy phong dit liéu

1.2.4.3 4.500.000.000 | 450.000.000] 4.950.000.000
2 | Chi phi lp dit, cai dit thiét b 318.000.000 31.800.000 349.800.000
51 | L@ dat cai dat, cau hinh trang thiét 233.000.000 23.300.000 256.300.000
bi dau tu maot ,
5o | Vén chuyén, tich hop hé thong ci 85.000.000 8.500.000 93.500.000
sang hé thong mai
22 | Vénchuyén hé thong trang thiet bi ci 55.000.000 5.500.000 60.500.000
sang bén vi tri lap ddt mdi
2.2.2 | Ldp ddt va tich hop vao hé théng méi 30.000.000 3.000.000 33.000.000
5 | Dho tao ning cao ky ning vin hanh 365.000.000 0 365.000.000
va chuyen giao cong nghé (Gdt)
Dao tao quan ly van hanh hé théng
3.1 | SOC (01 16p, 05 ngay, 15 hoc 80.000.000 0 80.000.000
vién/16p)
Dio tao vé xur 1y, diéu tra chimg ctr sd
32| (01 16m, 05 ngay. S hoe viénlop) 80.000.000 0 80.000.000
Dao tao co ban vé danh gia An toan |
3.3 | thong tin (01 16p, 05 ngay/16p, 5 hoc 80.000.000 0 80.000.000
vien/lop) ,
Pao tao va thi chimg chi qudc té vé
giam sat, phat hién xam nhép chuyén
34| 520001 1w, 05 naty/lop, § hoc 125.000.000 0 125.000.000
vién/lép)
III | Chi phi quan Iy dir dn (Gqlda) (Gx1+Gtb)*1,151% 931.667.742 0 931.667.742
1 | Chi phi thuc hién quan Iy dy 4n 80%*Gqlda 745.334.194 0 745.334.194
2 | Chi phi gi4m sat, danh gia du tw 20%*Gqlda 149.066.839 0 149.066.839
py | Chi phi tw vin dau tw img dung 1.191.498.624 |  119.149.862 | 1.310.648.486

CNTT (Gtv)
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Chi phi tu vén 1ap Bao cdo nghién

(Gxl+Gth)*0,352%

p | Chuphitr 284.923.584 | 28492358 |  313.415.942
cuu kha thi |
o | Chi phi tham tra tinh hicu qua va (GxI+Gtb)*0,04% 32.377.680 3.237.768 35.615.448
kha thi clia du an
3 | Chi phi tu van Igp Thiet ke thi cong (Gxl+Gtb)*0,569% 460.572.498 | 46.057.250 |  506.629.748
va tong du toan
4 Sg‘rigph‘ tw van tham tra thiet k& thi (GxI+Gtb)*0,025% 20.236.050 2.023.605 22.259.655
5 Chi phi tu vén tham tra du todn (Gx1+Gtb)*0,021% 16.998.282 1.699.828 18.698.110
6 %‘Dp%“ tu van 1ap HSMT, dénh gia (GxI+Gtb)*0,094% 76.087.548 7.608.755 83.696.303
7| Chi phi tw vén gi4m sat thi cong (GXI+Gib)*0,371% 300302.982 | 30.030298 |  330.333.280
V| Chi phi khac (GK) 745.624.775 | 61.437.478 |  807.062.253
1| Chi phi tham dinh gia thidt bi Gtb*0,15% 121.071.300 12.107.130 | 133.178.430
, | L& phi tham dinh Béo cdo nghicn Gtb*0,0125% 10.089.275 1.008.928 11.098.203
ctru kha thi
3 | Chi phi thdm dinh hd so mdi thiu 0,05% * Gtb 40.357.100 4.035.710 44.392.810
4 | Chiphi tham dinh Két qua lua chon 0,05% * Gtb 40.357.100 4.035.710 44.392.810
nha thau
5 g)g‘nph‘ tham tra, phé duyét quyet | 3550, « (TMBT) * 70% * 50% 131.250.000 0|  131.250.000
6 | Chi phi kiém toan doc 1ap 0.575% * (TMDT) * 70%" 202.500.000 | 40.250.000 |  442.750.000
VI | Chi phi dy phong (Gdp) (GxI+Gtb+Gqlda+Gtv+Gk)*10% 9.049.729.848
Téng cong Gxl+Gtb+Gqlda+Gtv+Gk+Gdp 99.547.028.329
Tong cong (lam tron) 99.547.000.000
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PHAN IV. DU KIEN TIEN PO TRIEN KHAI THYC HIEN PAU TU

L. Du kién thoi gian dau tu
1. Thuc hién cong tac chudn bi dau tu: Nam 2019
2. Thuc hién dau tw: Khéng qua 02 ndm (2019 - 2020).
3. Két thic dau tu: Trinh Chu tich UBND tinh phé duyét quyét toan du 4n vao
nam 2020.
II. Ké hoach huy dng von
Du kién nhu cau vbn nhu sau:
1. Nam 2019: 1.000.000.000 ddng (dé thuc hién cong tac chuén bj dau tu).
7 2. Nam 2020: B tri vén con lai dam bao theo quy dinh cuia phap luét dé
trién khai thyc hién dy an.
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PHAN V: PHAN TICH, PANH GIA SO BO NHUNG ANH HUONG, TAC
PONG VE MOI TRUONG, XA HQI CUA DU AN

1. Phan tich, danh gia so bd nhitng anh hwdng, tic dong vé méi truong
cia dw an

- Nwéc thdi: Trong qua trinh thuc hién du 4n hé théng nuéc thai chi yéu la
nudc phuc vu cho thi cong cdng trinh va hé thdng nudc mat.

- Chét théi rdn: Chét thai rén chu yéu 1 ti niléng, bia cat tdng tir cac bao bi
cta vat liéu thi cdng. Cac linh kién thira va cAu kién bo di.

- Céc tdc dong khic: Céc tac ddng chii yéu 12 do tir trudng (hé thong may
cht, thiét bi mang...) gy ra;

Bién phap giam thiéu tac dong ticu cwe:

- Pdi véi nwée thai: T chic thuc hién thoat nude va thu gom nudce thai cho
cac hang muc cong trinh. Nudc thai dugce dua vao hé théng thoat nudc chung cuia
d6 thi thong qua hé théng hé ga.

- Déi véi chit thai rian: Puoc phéan loai va thu gom trong cac chét thai rin sau
mdt ngy thi cdng ngay dong thoi tb chirc van chuyén rac thai dén noi quy dinh.

- Péi véi tir treong: May moc thiét bj phai dugc do thir kiém dinh, hop
chudn trudce khi cung cip cho du an, theo tiéu chudn Quy dinh B Thong tin va
truyén thong.

2. Phan tich, danh gia so' by nhitng anh hwéng, tac dong vé xa hoi ciia dw an

Du 4n: “Déu tu trang thiét bi, may chu, thiét bi mang dé xdy dung Trung tim
dix liéu va Piéu hanh An toan, an ninh mang cla tinh”, sau khi trién khai thuc hién
s& mang lai nhiing hiéu qua thiét thuc:

- Xay dung Trung tam Trung tam An ninh mang va An toan dir liéu tinh
Thanh Hoa dap Gng dugc yéu cAu ngay cang cao vé viéc trién khai diy manh cung
cap thong tin, dich vu truc tuyén trén mai trudng mang Internet. Giap cho cac ung
dung, hé thong cua Tinh dugc an toan, bao dam 4n dinh céc thong tin vé an ninh,
chinh tri trén dia ban.

- Bao dam ngan chin tbi da cac mdi rii ro giy ra trong moi trudng mang
Internet. Kip thoi phat hién cac xam nhép trai phép tir bén ngoai va cac tan cong
¢6 chu dich tir bén trong mang thong qua cac hinh thirc tAn cong gian diép mang.

- Kién toan mo hinh hé théng giam sat an ninh mang nhim giam sat, phat
hién va khoanh vung, xr Iy ngay lap trc cac nguy co mét an toan thong tin co thé
x4y ra nhim vao hé théng ctia tinh Thanh Hoa.

28



PHAN VI: PANH GIA HIEU QUA PAU TU VE KT-XH CUA DU AN

Du 4n: “Pau tu trang thiét bi, may chi, thiét bi mang dé xay dung Trung tam
dit liéu va Piéu hanh An toan, an ninh mang cia tinh”, sau khi trién khai thuc hién
s& mang lai nhitng hiéu qua thiét thuc:

- Giup Trung tdm tang cuong nang luc phong chbng cac cudc thn cong mang,
do quét cua céc déi tuong x4u vao hé théng mang va thiét b dé thuc hién tét chuc
ning dugc giao 13 ddm béo an ninh mang va an toan thong tin va hd trg k¥ thuat
tich cuc cho cac don vi thudc mang tin hoc dién rong UBND tinh.

- Pam bao an toan thdng tin, an ninh mang cho c4c co quan, don vi tham gia
mang tin hoc dién rfng cua tinh.

- Pam bao trong viéc luu trit cac hé théng thong tin va co s& dit liéu quy md
cép tinh clia céc nganh da dan dugc x4y dung, hoan thién va Uimg dung rong réi
trén dia ban tinh trong thoi gian tiép theo.

- Du 4n d4 ké thira c4c san phim, thiét bi, ha ting CNTT sin c6 hién nay tai
Trung tdm An ninh mang va An toan dit li¢u cua tinh nhim tiép tuc phat huy cong
nang clia cic thiét bi d3 duoc dau tu tir giai doan trude, tiép kiém tdi da kinh phi
dau tu.

- Nang cao ning luc ha tAng dé tip trung cic nguén thong tin va dit liéu s0
trén dia ban tinh, day 1 didu kién thudn lgi cho viéc trién khai cac tmg dung quan
ly chuyén nganh, cac dich vu cong cua timg co quan, don vi, tranh dugc v1ec déu
ti dan trdi vira tdn kém vira khong khai thac hét cong suat str dung ngudn tai
nguyén theo chi dao ctia Thu tuéng Chinh phu tai Quyét dinh s6 80/2014/QP-
TTg, ngay 30/12/2014.
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PHAN VII: CAC GIAI PHAP TO CHUC THU'C HIEN DU AN

1. Xéc dinh chi dau tu

- Muc tiéu cia du an hoan toan phu hop véi chuc nang, nhiém vu cua S&
Thong tin va Truyén thdng, 1a co quan quan ly nha nude vé cong nghé thoéng tin
trén dia ban tinh, d4 dwgc UBND tinh giao lam chi d4u tu cac du 4n ung dung Cong
nghé thong tin trong thoi glan qua. Mt khac, So Thong tin va Truyén thong cé tu
cach phap nhén, ¢6 con dAu va tai khoan riéng dé giao dich theo quy dinh ciia phap
luat, do d6 12 don vi thich hop nht dé duoc giao lam Chu dau tr dy 4n ndy.

2. Phéi hop giita cic co quan c6 lién quan

- S& K& hoach va PAu tu phdi hop véi cac Sd, ban, nganh c6 lién quan tién
hanh thim dinh d& xuét chu truong dau tu du an.

- UBND tinh Thanh Ho4 trinh Hoi déng nhan dan tinh phé duyét chi truong
d4u tu dy an.

- S& Thong tin va Truyén thong (Cht ddu tu dy 4n) tién hanh céc bude trién

khai thuc hién du &n theo quy dinh.
| _ Céc Sé, ban, nganh, UBND c4c huyén, thi x4, thanh phé ¢ trach nhiém hd
trg, giup 46 giai quyét nhimg yéu cAu cu thé cho viéc trién khai dy an.

- Du 4n can su ph01 hop chit ché véi Ban quan ly du an dau tu x4y dung cac
cong trinh dan dung va cong nghiép Thanh Hoa, ddm bao ddng b trong viéc xay
dung toa nha Trung tdm Cong nghé thong tin tinh Thanh Hoa.

3. Hinh thitc t5 chirc quén ly thyc hién dy 4n: Chi dau tw hop dong véi don vi ¢o
nang luc dé quan ly du 4n.
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PHAN VIII: KET LUAN VA KIEN NGHI

Trong nhiig nim qua, viéc diy manh Ung dung cong nghé thong tin trong
hoat d9ng ciia co' quan nha nudc, phat trién chinh quyén dién tr, nhdm ning cao
hiéu lyc, hiéu qua hoat dong cia co quan nha nuée, phuc vu ngudi dan va doanh
nghi€p duoc su quan tdm lanh dao, chi dao ctia Tinh uy, HDND, UBND tinh Thanh
Hoéa, B§ Thong tin va Truyén théng; Nhim dam bao cung cp khong gian luu trit dy
liéu tip trung va ddp tmg nhu ciu phat trién cic tmg dung CNTT cta c4c co quan
Nha nuée tinh Thanh Hoéa; cling nhu ting tinh chii dong trong viéc gidm st va didu
hanh an toan, an ninh mang cho cac hé théng théng tin clia tinh Thanh Hoa; S&
Théng tin va Truyén thong d& nghi S& K& hoach va Dau tu va cac don vi ¢b lién
quan tham muu & xuét béo cdo Chil tich UBND tinh, trinh HDND tinh phé duyét
chii trrong dau tu du 4n. 4

Noi nhin:

- Nhu trén; _

- 50 KH&DT (T/dinh);
- 56 Tai chinh (P/hgp);
-Luu: VT.
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BANG TONG HQP KHAI TOAN TONG MUC PAU TU
Du 4n: Pau tur trang thiét bi may cha, thiét bi mang dé xay dung Trung tim dit liéu va diéu hanh an toan, an ninh mang cia tinh

Don vi tinh: Déng

STT Néi dung chi phi Din gii cach tinh Thanh tien ¢y s GTGT Thanh tien
trwéc thue sau thue
I  [Chi phi xay lip (GxI) Du toan xay lip 230.000.000 23.000.000 253.000.000
1 [Lip dat hé thong san ning 55.000.000 5.500.000 60.500.000
2 |Lép dat hé thong 1am mét 80.000.000 8.000.000 88.000.000
3 |Lap dat hé thong PCCC 70.000.000 7.000.000 77.000.000
4 |Lap dat he thong chdng sét, tiép dat 25.000.000 2.500.000 27.500.000
II  |Chi phi thiét bi (Gtb) Du toan mua sim thiét bi 81.397.200.000{  5.797.720.000|  87.194.920.000
1  |Chi phi mua sim thiét bi 80.714.200.000]  5.765.920.000|  86.480.120.000
1 |Thict bi cho ha tang k thuat cho Trung 17.939.200.000]  1.793.920.000|  19.733.120.000
tAm an toan, an ninh mang
1.1.] |Hé théng san ndng 680.000.000 68.000.000 748.000.000
1.1.2 |Hé théng nguon dién 2.650.000.000 265.000.000 2.915.000.000
1.1.3 |Hé thong lwu dién UPS 2.850.000.000 285.000.000 3.135.000.000
1.1.4 {Hé théng lam mat Trung tdm dit liéu 2.750.000.000 275.000.000 3.025.000.000
1.1.5 |Hé théng an ninh gidm sdt 1.000.000.000 100.000.000 1.100.000.000
116 |[é thong gidm st moi truong, quan Ir} 950.000.000 95.000.000|  1.045.000.000
1aQp trung
1.1.7 |Hé thdng phong chdy chita chdy 2.500.000.000 250.000.000 2.750.000.000
1.1.8 |Hé théng chong sét, tiép dat 400.000.000 40.000.000 440.000.000
1.1.9 |Hé thong ti rack 900.000.000 90.000.000 990.000.000
1.1.10 |Hé z‘hé'ng cdp mang, thang mdng cdp 660.000.000 66.000.000 726.000.000
1.1.11 |D rang thiét bi cho phong gidm sdt 2.599.200.000 259.920.000 2.859.120.000
| [|Thict bi cho h¢ thong mdy chi, thiét bi 62.775.000.000]  3.972.000.000  66.747.000.000
mang va gidm sat an ninh mang
1.2.1 |Thiét bj/phdn mém bio mat 23.695.000.000 1.797.000.000]  25.492.000.000
1.2.1.1 |Firewall/IPS cho vung Internet 3.720.000.000 372.000.000 4.092.000.000
1.2.1.2 |Firewall/IPS cho vimg server 3.600.000.000 360.000.000 3.960.000.000
1.2.1.3 |Firewall cho vimg WAN 3.600.000.000 360.000.000 3.960.000.000




Hé théng phan mém phdt hién va ting

1.2.1.4 pnan 1 .625.000. 625

14 | ot dibm cudi (EDR) 1.625.000.000 ol  1.625.000.000

1515 |Phin mém phong chong ma doc tdp 3.875.000.000 o|  3.875.000.000
trung cho toan tinh

1.2.1.6 |Hé théng mang riéng do (VPN) 4.550.000.000 455.000.000]  5.005.000.000
Hé thong phong, chéng tan cong

1207 o 2.500.000.000 250.000.000|  2.750.000.000

1218 Zfd’hong phan mém diét virus cho mdy 225.000.000 0 225.000.000

122 |Hé théng giam sat an ninh mang (SOC) 23.300.000.000 597.000.000]  23.897.000.000

1221 gg’g’ bi xik Iy trung tdm ciia h¢ thong 160.000.000 16.000.000 176.000.000

1222 |Thier bi e trit dit liéu tap trung cua 2.180.000.000 218.000.000|  2.398.000.000
trung tdm SOC
Hé théng phdn mém gidm sdt va diéu

1223 _ 13.660.000.000 0|  13.660.000.000
hanh an ninh mang

[ 224 |THiet bi thu thap va phan tich sir kien, 2.180.000.000 218.000.000|  2.398.000.000
log tai Tryng tam
Bdn quyén phdn mém cho thiét bi thu

1.2.2.5 \thdp va phdn tich su kién, log cua Trung 1.820.000.000 0 1.820.000.000
tam

1226 |Thiet bi thu thap va phan tich s kign, 1.150.000.000|  115.000.000  1.265.000.000
log tai cac a"zem‘ gidm sdt
Ban quyén phdan mém cho thiét bi thu

1.2.2.7 |thdp va phdn tich su kién, log cua cdc 1.850.000.000 0 1.850.000.000
dié'n} gidm sdt , i
Thiét bi trich xudt luong dit liéu tai

1.2.2.8 |[rung tam: 100.000.000 10.000.000 110.000.000

Tap quang: Cubro: Optical TAP, up to
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Thiét bi trich xudt luéng dir liéu tai cdc

1.2.2.9 \diém gidm sdt: 200.000.000 20.000.000 220.000.000
Tap déng: Cubro: Copper 01 Link 1G
1.2.3 |Thiét bi mang 3.400.000.000 340.000.000 3.740.000.000
1.2.3.1 |Switch vung DMZ 500.000.000 50.000.000 550.000.000
1.2.3.2 |Switch core Trung tdm 1.500.000.000 150.000.000 1.650.000.000
1.2.3.3 |Switch vung server 1.000.000.000 100.000.000 1.100.000.000
1.2.3.4 |Switch truy cdp tdp trung 400.000.000 40.000.000 440.000.000
12.4 |Maychu 12.380.000.000 1.238.000.000 13.618.000.000
1.2.4.1 |Khung mdy chu 1.847.808.000 184.780.800 2.032.588.800
1.2.4.2 |Mady chii phién 6.032.192.000 603.219.200 6.635.411.200
1.2.4.3 |Hé thong sao lwu dy phong dit liéu 4.500.000.000 450.000.000 4.950.000.000
2 Chi phi lip dat, cai dat thiét bi 318.000.000 31.800.000 349.800.000
o1 |l dat, cai dat, cau hinh trang thiét bi 233.000.000 23.300.000 256.300.000
dau tu méi ,
5y |Vinchuyén, tich hop hé thong cfl sang h¢ 85.000.000 8.500.000 93.500.000
thong moi ’ ,
55 |Vénchuyénhé thong irang thiet bi cil sang 55.000.000 5.500.000 60.500.000
bén vi tri ldp ddt moi ,
222 |Ldp ddit v tich hop vao hé thng méi 30.000.000 3.000.000 33.000.000
3  [Photaoning cao ky ning van hanh va 365.000.000 0 365.000.000
chuyén giao cong nghé (Gdt)
Pao tao quan Iy vén hanh hé théng SOC
3.1 (01 16p, 05 ngay, 15 hoc vién/Iép) 80.000.000 0 80.000.000
Pao tao vé xur ly, diéu tra chung cir s (01
3.2 16p. 05 ngdy, 5 hoe vien/16p) 80.000.000 0 80.000.000
Pio tao co ban vé danh gid An toan thong tin
3.3 (01 16p, 05 ngay/lép, S hoc vién/16p) 80.000.000 0 80.000.000
Pao tao va thi chimg chi qubc té vé giam sat,
3.4  |phat hién xAm nhép chuyén sau (01 16p, 05 125.000.000 0 125.000.000

ngay/16p, 5 hoc vién/lép)




Chi phi quan ly dw an (Gqlda)

11 (Gx1+Gth)*1,151% 931.667.742 0 931.667.742
1 |Chi phi thuc hién quan Iy du 4n 80%*Gqlda 745.334.194 0 745.334.194
2 |Chi phi giam st, dénh gia diu 20%*Gqlda 149.066.839 0 149.066.839

v |Chiphi tr vin dau tw Gmg dyng CNTT 1.191.498.624 119.149.862|  1.310.648.486

(Gtv) ,
1 1?1}11; tfl}i“ tr van lap Béo cdo nghién ctu (Gxl+Gtb)*0,352% 284.923.584 28.492.358 313.415.942
o |Chi phi tham tra tinh hi¢u qua va kha thi (GxI+Gtb)*0,04% 32.377.680 3.237.768 35.615.448
ciadyan _
3 |Chi phi tw van lap Thiét k& thi cong va (Gxl+Gtb)*0,569% 460.572.498 46.057.250 506.629.748
tOng du toan
4 |Chi phi tr vAn thim tra thiét k& thi cong (GxI+Gtb)*0,025% 20.236.050 2.023.605 22.259.655
5 |Chi phi trr vAn thim tra dy toan (Gx1+Gtb)*0,021% 16.998.282 1.699.828 18.698.110
6 g;‘D,I;h‘ tr van lgp HSMT, dinh gia (Gxl+Gtb)*0,094% 76.087.548 7.608.755 83.696.303

7 |Chi phi tw van gidm sét thi cong (GxI+Gth)*0,371% 300.302.982 30.030.298 330.333.280
V__ |Chi phi khic (Gk) 745.624.775 61.437.478 807.062.253
1 |Chi phi thim dinh gi4 thiét bi Gtb*0,15% 121.071.300 12.107.130 133.178.430
2 ﬁi phi tham dinh Bao cao nghién ciru kha Gtb*0,0125% 10.089.275 1.008.928 11.098.203
3 |Chi phi thim dinh hd so m&i thiu 0,05% * Gtb 40.357.100 4.035.710 44.392.810
4 gf:u phi tham dinh Két qua lya chon nha 0,05% * Gtb 40.357.100 4.035.710 44.392.810
5 |Chi phi thAm tra, phé duyét quyét toan 0,375% * (TMDT) * 70% * 50% 131.250.000 0 131.250.000
6 |Chi phi kiém toan doc lap 0.575% * (TMDT) * 70%" 402.500.000 40.250.000 442.750.000

VI |Chi phi dw phéng (Gdp) (GxI+Gth+Gqlda+Gtv+Gk)*10% 9.049.729.848

Téng cong GxI+Gtb+Gglda+Gtv+Gk+Gdp 99.547.028.329
Tdng cong (lam tron) 99.547.000.000




BANG CHI TIET DANH MUC THIET B]
Dy an: Piu tw trang thiét bi may chi, thiét bi mang dé xay dung Trung tim dit li¢u va di¢u hanh an toan, an ninh mang cia tinh

Don vi tinh: Péng

N S6 iy Thanh tién trwée £ Thanh tién sau
STT N§i dung PVT lwong Pon gia VAT Thué Thué
A Ei;;“g ky thudt cho Trung tim An todn, an ninh 17.939.200.000| 1.793.920.000  19.733.120.000
1 |Hé thong san ning Hé thdng 1 680.000.000 680.000.000 68.000.000 748.000.000
1.1 |Sanning thep mit phtt HPL m?2 200
+ Thong tin tam san:4 canh tAm duoc han lién véi
nhau, dugc gin chit vao g& tAm san. Bé mit son
epoxy. Mit trén pha 16p HPL chéng tinh dién
(Wearing surface high pressure laminate (HPL) anti -
static tile) o -
+ Kich thuorc_: tam 6(_)'0‘§nm X 6001nm X 35mm -
+ Ch}eu cao hoan thién: 400- 500 mm
+ Tai tap trung - Concentrated Load: > 4, 3 KN/
dlem > 450KG B ]
+ Tai phén bd déu - Uniform Load: > 14,500 N/m2
"+ CAu trac he thong san: TAm HPL Chén dé, ‘Thanh |
ngang, Piul bing, Dinh vit. -
+ Phuong phdp dinh vi “chén dé&: Dan keo
1.2 {Ramp - buc déc 16 vio cira doi m?2 10
Daén 1¢p cao su chdng trugt (vin ndi hinh dong xu)
1.3 |Tiép dia chan san m 300
Day dong tran nhiéu 15i, tiét dién 11 mm2
1.4 |Cach nhiét cho san betong va vich bén dudi sin néng m?2 250
+ Kich thude tam > 600mm x 1200mm x 25mm |
+ Chét liéu bé mit: Bé mit phu foil nhdm chdng
chay (aluminium foil)




+ Hé s din nhiét (Thermal conductivity): 23 d6 C
JIS A1412-2 W/mk 0.036

Hé thong ngudn dién

Hé thdng

2.650.000.000

2.650.000.000

265.000.000

2.915.000.000

2.1

May phat dién cho Trung tdm dit liéu

B

+ Cong suét lién tuc - Prime power: > 250 KVA

+ Cbng suét du phong - Standby power: > 275
Kva e
+ Dlen ap 4OOV /3 Phase

+ Tan so SOHZ

+ ] Tleu thu nh1<_:1_1 hg:u ta1 IOQ‘_VQ ‘Ea_1 >5 57 ht/“ gliorr ]
-+ Tleu thu nhién i heu tai 110% tau: > 62 S ht/ gio |
+Td hop may bao gom: Pong co, dau phat bo didu

khién, ta ATS, thung giam 4m (néu co)

2.2

Tu phén phoi MSB

O

2.3

Ta phan phdi UDB

2.4

Ta phan phdi tai thong thuong LPDB

Wi |w
O | O

2.5

Hé thong day cép dién

o>
&
O
=]

U=}

2.6

Heé thdng chiéu sang

o
o+
=
O
=

aqQ

2.7

Hé thdng mang cdp dién

=

O

=]
=}

(%)

Heé thdng luu dién UPS

] jan} jus] jan
D> |0> |+ .
=+ | =+

=

O

=

aQ

i | | | e | et |t | e

2.850.000.000

2.850.000.000

285.000.000

3.135.000.000

Bo thiét bi luu dién cong suét 64 kW, kha nang mo
rong 1én 96 kW, tich hop Tu bypass, hé thdng phén
phéi ngudn modul

Hé théng &c quy dang module dam bao thdi gian luu
dién >15 phit v6i tai 48 kW )
- Cong nghé: Double conversmn  UPS

3.2

Mb dun phan ph01 ngudn dién loai 3x1 Pole 3 Wire
32A 3xIEC309

B

12

Hé thong 1am mat Trung tAm dit liéu

Heé thong

2.750.000.000

2.750.000.000

275.000.000

3.025.000.000

4.1

Didu hoa chinh xé4c thdi san: Cong suét lanh tdng tidu
chuin nhiét d6 ngd hdi 24 do C va d6 Am tuong doi
(RH) 50%, nhiét d6 ngoai troi 35do C>75kW

B




4.2

Diéu hoa cong ngh1ep cho phong nguon

+ Kiéu cach Kiéu cay dimg thdi trire tlep, 1 chiéu
lanh

[+ Cong sudt 50,000 BTU (14,7kW) |
+ Gas st dung R410A o
+ Chay ché do luan phién theo thm glan dat

+Hé théng éng dong, bao 0n, khi gas, chan gla_&o
cung cac phu kién 15p dit hoan thién - Special Kit for
long piping supported system.

Hé thdng an ninh gidm sét

1.000.000.000

100.000.000

1.100.000.000

Hé thdng camera an ninh

Hé thong

400.000.000

400.000.000

40.000.000

440.000.000

Camera hinh tru hong ngoai

Cai

'+ Ong kinh 3.2 ~ 10mm (3.1x) varifocal

+ Cam b1en anh 1/2.9" 2.19M CMOS

+ bo nhay sang Color : 0.095Lux (F1. 6) B/W :
OLux IRLED on)

+ Tam Xa hong ngoai 30m (98 43ft)
+ Tleu chu_‘an béo vé IP§6

+ Nguon/ Cong suét PoE (IEEE80? 3af, Class3)/
6.5W

Piu ghi hinh k§ thut

Cai

+ S6 kénh 16 kénh

|+ - Chuén Onvif

| & D phan gidi ghi hinh CIF ~ 12MP
+ Piu ra man hinh 1x HDMI, 1x VGA dual monitor

+ Man hinh hién th1 Local monltor 1/2V/3V/4 a
6/8/9/13/16/ Auto Sequence

+Web 1 /4/9/ 16/ Auto Sequence N
+8b khay b ctmg Max. 4HDDs, e- SATA Storage
Supported

+ Ngudn / Cong sudt 100 ~ 240V AC




Max. 271.9W (4 HDDs, PoE/PoE+ on), Max. 51.9W
(4 HDDs, PoE/PoE+ Off. PoE/PoE+ Budget : Max.
_220W

+0 cu’ng 2x 4Tb SATAJ

52

Heé théng kiém soat vao ra (Access Control)

Hé théng

200.000.000

600.000.000

60.000.000

660.000.000

|+ Khoa ma tir cho he thong cua thep chong chay

+ Pau doc thé va van tay kiém B diéu khién cira sir
dung Vén tay.

+ Thé thong minh Mifare._
A +_Khoa tha chot cho hé thong cua klnh

+ NGt nhén m& cira khin cap/Enlergency Breakglass

+Nut Ex1t »Bntton -
+ Nauon du phong chuyen dung kém &c quy

Haé thbng gidm sat mdi trudng, quén tri tép trung

Hé théng

950.000.000

950.000.000

95.000.000

1.045.000.000

6.1

Heé thdng quan tri trung tam (bao gdm phin mém
quan tri tap trung)

BoO

‘may chu

- Thiét bi server tap trung voi truy cip Client
Console hodc Web ]
_Kha nang md rong quan ly >500 thibt b1 trén mot

- Hb tro 'SNMP ciia da hang, Modbus TCP hoac
Modbus RTU (thdng qua gateway)
- He thong quan tri tip trung cé kha nang tich hop
v6i cac modul plug-in két hop v6i va hd trg: Cisco
EnergyWise, HP Operations Manager ~
- Tinh ning gidm sat nhom thiét bi: Nguorl dung cb
thé dinh nghia nhém thiét bi theo cau tric cay, Co
kha nang kéo va tha thlet bi vao cac nhém th1et
bi,Nguoi dung c6 thé truy cap theo phan quyen vao
c4c nhom thiét bi.Nhom thiét bi c6 thé cung cdp béo

cdo dudi dang dd thi, xu huéng




- Tinh ning gidm sat thiét bi: Liét ké tét ca cac thiét
bi trén cira sd riéng véi trang thai di kém nhu: binh
thudmg, canh bdo, nguy hiém. Cac trang thai nay theo
thot gian thuc va theo sw kién ma khong phu thuge
vao chu ky quét 14y mau; Cho phép dénh déu thiét bi
trong trang thai nguy hiém;Man hinh c6 céc ¢t ¢6
thé lua chon hién thi nhu: Loai, Trang thai, vi tri,
nhén, model, Dia chi IP, Nhém..

Tinh ning bao céo: Thu thap 36 liéu cho cac hé
thdng: UPS, Tu phan ph01 dién (PDU), Diéu hoa
chinh xac phong may (CRAC) Cam bién m01 truorng
chuén SNMP/TCP IP;Céc sb liéu hru trit ve cam bién
duoc xép theo thu ty; Co thé tao bao cdo vé gla tri
cac cam bién theo thoi glan dudi dang biéu dd, nhiéu
s6 liéu khac nhau;Co thé tao béo céo tong quat theo
tuy chon cho thiét bi, nhém thiét bi, cam bién cu thé,
thé h1en cac gia tri nhu Cao, Thép, Trung binh, Gia
tri cudi, Chénh léch theo thoi gian

_Tinh nang canh bao su k1en 'C thé xem syt k1en
Xay ra trong toan bo trung tam theo man hinh Alarm
View; 6 kha ning cAu hinh céc canh bao cha cac cam
bién x4c dinh, ngudmng canh bao t6i da, tbi thiéu, dai
gié tri, dudi (hodc trén) gia tri trong khoang thoi gian.
H3 tro Email, SMS dé giri t6i nguoi nhan xac dinh
trudc

62 |BO két ndi tap trung vai cc cam bién Bb 2
6.3 |Bd két ndi mé rong cdc cam bién Bo 2
6.4 |Day cam bién nhiét do va dd am B 20
6.5 |Cam bién tiép diém kho dai 15 ft Bo 4
6.6 |Day cam bién ro ri nude - 20 fi B 4
6.7 |Day cam bién rd ri nudc mé rong - 20 fi B 10




6.8

Dén canh bdo, bd chuyén doi Modbus RTU sang
Modbus TCP/IP, Modbus Ethernet Gateway (with
POE Injector)

Bo

6.9

Modem phét canh béo tir hé thong t6i ngudi sir dung
dién thoai di d6ng, email - SMS Modem

Bo

Hé thdng phong chéy chira chiy

Hé thong

2.500.000.000

2.500.000.000

250.000.000

2.750.000.000

7.1

Hé théng chira chay

Hé thong

7.1.1

Binh khi 100/ 200 Lit, 25 bar

Binh

+VatleuThep
+ - Dung tich 1( 00/ 200 ht e
+ Nap day 0 Skg/ L up to max1mum of l kg/ L
+ Ap luc kh1 nap day 25 Bar @ 21°

+ Ap luc klem tra 50 Bar o -
+ Tiéu chuén tuin tha TPED 1999/36/Ce or acc. to

International Standards

Van dau binh

Cai

+ Vit ligu Pong (Brass) -
+ Da1 nhlet °t 46 lam viéc - 10 °C to + 50 °C i

+ Ket n01 th1et b1 xa kh1 M42 x 15

+ Ket n01 thlet b1 do ap: Suat MlO X 1

+ Duorng kmh 49mm -

+Phé duyet VdS

7.1.3

Van kich hoat bang dién

Céi

+ Vit ligu Than: Dbng, thép khongri
-+ Bo phan truyen dong: Thép khoéngri
+ Dlen &p lam viéc dinh mirc 24 ° VDC

+ Dong dlen lam Vige dmh mirc 1,_A

+Van ket n01 M42 x 1. 5
'+ Phé duyet vdS

7.1.4

Van kich hoat bing tay

Cai

+ Vit liéu Than: Pong - Lever: Thép khong ri -
Safety :Thép khong i
+ Ap Iuc truyén dong nho nhit 15 Bar




+ Ap lyc hoat dong tol da250Bar
+Van ket n01 M42x15

+Phé duyet VdS

7.1.5

DPong hd do 4p sudt

Céi

| + Chung loai Spring Tube Manometer
+ Dai nhiét do 16 hoat dong 15 °C to +50 °C -
+ Van ket n01 Mioxt
'+ Phé duyet VdS

7.2

Hé thdng chita chéy

Haé théng

7.2.1

T trung tAm béo chdy thong minh

Ta

Giao thire truyén thong FlashScan

Sé rnach duong truy én thong minh (Intelhgent
Slgnahng Line Circuits) 1

S6 diu bao d1a chi thong mmh 159 )
So__modul gidm sat / didu khlen dla ch1 159 N

Sé mach dau ra va phan cung bén trong co kha nang
lap trinh duoc 4

So hrorng phan mem co the lap trmh duorc 99

Ban phim Ban phlm QWERTY day du ( Full
QWERTY keypad)
Thong - so ky thuft

Cong suat dau vao 220/240 VAC 50/60 Hz 1 5 A

Dung Tuong bd nhé sy klen 800 su kién, du phong

thém 200 su kién cho céc su kién bao chdy

Chung nhan va phe duyét UL Llsted o
ULC Llsted

7.2.2

Module két ndi v6i hé théng quan 1y toa nha

Chiéc

Ngudn cung cép 24 VDC @450mA nominal and
supervised
battery backup
Nhiét d6 hoat dong 32°F to 17O°F (O°C to 49°C)

Chung nhan v phé duyet UL Listed




ULC Listed

7.2.3 |Dau béo khéi quang Chiéc 5
7.2.4 |Pau béo nhiét Chiéc 5
7.2.5 |Module diéu khién Chiéc 1
7.2.6 |Module diéu khién xa khi Chiéc 2
7.2.7 |Module gidm sat Chiéc 1
7.2.8 |Module relay Chiéc 1
7.2.9 |Module cich ly Chiéc 1
7.2.10 |Hop bdo chay x4 khi va tam dimg Chiéc 1
7.2.11 |Chuéng béo ddng Chiéc 3
7.2.12 |Coi dén bdo chay Chiéc 1
7.2.13 |Binh CO2 3kg cim tay Binh 20
8  |Hé thdng chong sét, tiép dat Hé thong 1 400.000.000 400.000.000 40.000.000 440.000.000
81 |Hé théng chdng sét lan truyén (TVSS) Hé théng 1
8.2 [Hé thong tiép dia cho TTDL Hé thong 1
9 Hé thdng th rack Hé thong 1 900.000.000 90.000.000 990.000.000
9.1 |TuRack Server . Bo 6 50.000.000 300.000.000 30.000.000 330.000.000
Chuan 19inch, 42U, mau den i
C_hl_eu cao toi da 42U o o
Chleu | sAu: <1 1100mm o B
Chleu 110ng: 600mm ]
Chat liéu Thep son tmh dlen -
Cira trude va cira sau Ludi to ong, da dang thao lap,
ca t ttudc canhcong S
Tam hong Thao lap nhanh véi khoa ga1 L _
Tiéu chuén UL 60950-1, EIA-310- E, RoHS, China
RoHS o S
Co chung nhan kiém dinh ciia don- vi i thit 3 vé do
rung lic thiét bi trong didukiéntucotaitrong |
Cép bao vé IP 20
9.2 {TuRack Netwwork Bo 4 50.000.000 200.000.000 20.000.000 220.000.000

Chuan 19 1n_ch 42U, mau den
Chiéu cao tbi da 42U




Chleu slu: < IIOOmm .

Chleu 1 1dng: 7_59mm
Chat liéu Thép son tinh dlen

Cira trude va cira sau Ludi t ong, dé dang thao lap,

cua trude canh cong

Tém hong Théo lap nhanh VO’l khoa ga1 v_._

Tiéu chudn UL 60950-1, EIA- 310-E, RoHS, China
ROHS e e e S
Co chumg nhan kidm dmh ctia don vi i thit 3 vé do
rung 1ac thlet bi trong dleu kién t c6 tai trong

-Cap bao vé 1P 20

Céc thanh  cim PDU

22

1.000.000

22.000.000

2.200.000

24.200.000

T rack tip trung két ndi cap quang, cap dbng (Ta
dAu chéo Cross-Connect)

100.000.000

100.000.000

10.000.000

110.000.000

VChat heu Thep son tlnh dlen e

Chuan Open rack 19 inch, 42U, mau den

Ch1eu cao t01 da 42U

Tinh ning chung Khung quan 1y cap doc vanéc d6
céap 2 bén cho phép déu ndi quan ly cap theo theo
nhleu huorng B o _
Hai nap phia trude glup che cap h1eu qua  bén trOng
khung quén ly doc

L3 duc trén thanh gan thiét bi theo chuén EIA-310-D

Céc tay quan 1y cap dugc son phu nhua, glup bao vé
SO’l cap khoi triy xudc va tang d6 vitng chic khi quan
s6 luong 16n day cap. Chan dé rong 963mm x sau
459mm, 8 15 trén dé dé gén khung open rack vao san.
Téi trong 450 kg khi ¢b dinh xubng san

9.5

Ta Entrance rack tap trung két ndi dau vao Trung tdm
dit liéu

100.000.000

100.000.000

10.000.000

110.000.000

Chudn 19 inch, 42U, mau den




Chiéu cao ti da 42U

__Chat liéu Thép son tinh dién : _ M

Chiéu séu toi da 600mm
Chiéu 10ng tdi da 600mm

Cira trude va cira sau Ludi t6 ong, dé dang théo lap

T4m hong Théo 13p nhanh véi khéa gai

9.6

Thiét bi chuyén mach tin hiéu ban phim, chut, man
hinh

Heé théng

178.000.000

178.000.000

17.800.000

195.800.000

10

Hé théng cap mang, thang méng cap

He théng

660.000.000

66.000.000

726.000.000

10.1

Khu vue dAu vao (Entrance Facility)

Hé théng

100.000.000

100.000.000

10.000.000

110.000.000

»Gla cap quang. dang gon lU 4 khe cqm B

Thanh d4u ndi Cat6 chuin KeyConnect dang mo
dun va 24 nhan Cat6+ chuan KeyConnect

Cat éet quang MPO dorn mot 082, 6 cong LC kep (12
soi quang) 12FO, chuan MPO- 12 (Female)

Thanh d4u ndi Cat6 chudn KeyConnect dang mo
dun, va 24 nhan Catén chuén KeyConnect, (mdy tinh
quan tri trong NOC, camera, Accesscontrol, man
hinh gidm sat)

10.2

Khu vuc dau noi cap

Hé théng

150.000.000

150.000.000

15.000.000

165.000.000

Thanh dau ndi Cat6 chudn KeyConnect dang mo
dun, va 24 nhan Cat6+ chuén KeyConnec

Cét sét quang MPO da mét OM3, 6 cong LC kep,
12F0, chuén MPO-12 (Female)

Day nhay Cat6, UTP, 151 bén chleu da1 JM -
Gia cap quang dang gon, 1U, 4 khe cam
Cap mang Cat6 UTP, 4 c#ip déy, 24 AWG 16 dac
305m/cudn, vo CM

Day Trunk MTP/MPO- MTP/MPO Male- Male

12FO, OS2, chleu dai 014M, vo LSZH, kiéu B,

1XxMPO-12 méi dau.




D4y nhay chuin LC-LC kép 2.0 don mét 082, 3m.

10.3

Khu vuc mang

150.000.000

150.000.000

15.000.000

165.000.000

ADay nhay chun LC-LC kép 2. Omm, da mbt OM3,

Thanh diu ndi Cat6 chudn KeyConnect. dang md
dun, va 24 nhén Cat6+ chuan KeyConnect

_Thanh quan ly cap ngang Rack 1U chuan 19"
Day nhay Cat6, UTP, 181 ben chleu dal 3M

Gi4 cap quang dang gon, lU 4 khe cam o
Cit sét quang MPO da mbt OM3, 6 cong 1.C kep,
12FO, chuan MPO-12 (Female) ]
3m
Day Trunk MTP/MPO- MTP/MPO, Male-Male,
12FO, OM3, chiéu dai 010M, vo LSZH, kidu B,
1XMPO-12 m&i dhu.

10.4

Khu vue ta rack may chu

100.000.000

100.000.000

10.000.000

110.000.000

'Day nhay Cat6 UTP, 151 ben ch1eu da1 3M
AGla cip quang dang gon, lU 4 khe cam o

Thanh d4u ndi Cat6 chuin KeyConnect dang md
dun, va 24 nhan Cat6+ chuan KeyConnect

Thanh quan 1 Iy cap ngang Rack 1U chuin 19" _#

Cit sét quang MPO da mét OMJ 6 cong LC l\ep,
12FO, chuén MPO-12 (Female) |
Day nhay chudn LC-LC kép 2. Omm "da mét OM3,
3m

Day Trunk MTP/MPO- “MTP/MPO, Male-Male,
12FO, OM3, chidu dai 018M, vé LSZH, kiéu B,
 IXMPO-12 m mdi diu. ]
Male, 12FO, OM3 chidu dai 014M vo LSZH kiéu
B, 1xXMPO-12 méi dau.

10.5

Hé théng mang LAN cho phong giam sat

Heé thong

60.000.000

60.000.000

6.000.000

66.000.000

O mang 4m san kem nhén mang (mdi b 2 nhén)




Cép mang Cat6 UTP, 4 cap day, 24 AWG, Iai dic,
305m/cudn, vé CM '

10.6

Mang cap dong Cablofil:
Mang cap ludi 105SmmH x 300mmW x 3000mmL

100.000.000

100.000.000

10.000.000

110.000.000

11

Trang thiét bi cho phong gidm sat

2.599.200.000

259.920.000

2.859.120.000

11.1

Man hinh ghép LCD Display wall (4 cot X 3 hang)

1.735.000.000

1.735.000.000

173.500.000

1.908.500.000

Cong nghe su dung Cong ngh¢ LCD

D6 phan giai: Full HD1920 x 1080 pixels

Cuong d6 sang: 700 cd i
Ty le khung hmh 16 9
Khe ghép ( Bezel) 1 8 mm ) ]

Achh ct m01 man hl_nh_ 55 1nch o
Thoi gian su dung bong : 50 000 glo B

Kém gia treo man hinh (chmh 6 huorng)

11.2

Thiét bi chuyen mach

100.000.000

100.000.000

10.000.000

110.000.000

Thiét bi chuyén mach 24 cong RJ-45, thc dd
10/100/1000Mb/s ding két nbi cac thiét bi trong
phong NOC va cdc hé thdng phu trg khac (mdy tinh
quan tri trong NOC, camera, Accesscontrol, man
hinh giam sat)

113

May tinh chuyén dung véi 03 man hinh phuc vu gidm
sat

10

65.000.000

650.000.000

65.000.000

715.000.000

Bo vi xt ly. Intel Xeon E3-1270 v6 (Quad Core
3.8GHz, 4.2Ghz Turbo, 8MB)

Ram 16 GB DDR4

Gid- treo khung 03 man hinh

03 man hinh 24 inc, 1920x1080/IPS/60Hz/5ms

Card db hoa Quadro P2000, 5GB, 4 DP (PWS 3620)
h& tro d4u ra 03 man hinh ddc 1ap qua cbng HDMI




11.4

Bo diéu khién hién thi. Input :08 HDMI, output: 12
DVI

10.000.000

10.000.000

1.000.000

11.000.000

11.5

Gi4 khung man hinh (Ma trén 4 x 3, treo tuong tiéu
chuén)

55.000.000

55.000.000

5.500.000

60.500.000

11.6

Gia khung méan hinh may tinh Desktop giam sat (ma
trdn 1x3)

3.000.000

30.000.000

3.000.000

33.000.000

11.7

Cép HDMI 20m

1.600.000

19.200.000

1.920.000

21.120.000

Hé théng may chi, thiét bi mang va gidm sit an
ninh mang

Hé thong

62.775.000.000

3.972.000.000

66.747.000.000

Bb sung thiét bi/phin mém bio mat

23.695.000.000

1.797.000.000

25.492.000.000

Firewall/IPS cho viung Internet

Hé théng

1.860.000.000

3.720.000.000

372.000.000

4.092.000.000

IPSec VPN

[Pv4 Firewall Throughput (1518 / 512/ 64 byte,
UDP): 5Gbps o
HO tro co ché HA
Cac tmh nang bao mat

- Flrewall

- IPS

- Apphcatlon Control

Firewall cho vung Server

Heé thong

1.800.000.000

3.600.000.000

360.000.000

3.960.000.000

- Hop nhét va bao mat dit ligu audit bao gbm:
Database audit tables, OS Files, Syslog, Redo log,
Database Vaultlog o o

- Giam sat doc 1ap va gh1 1a1 hoat dono toan bo co s
dit 1iéu, bao gom ca hoat dong ctia quan tri co s¢ dit
lidu o

- Cung cap canh bao vi pham “chinh sach dua trén:
database user name, application user name,
application name, client [P address, type of client
(JDBC thick, JDBC thin, ODBC, etc. ) time of day,
and pertinent SQL statement.

- H5 tro gidm sét hoat dong céc co so dit heu thong

dung nhu: Oracle, MS SQL




Firewall cho ving WAN

Hé thdng

1.800.000.000

3.600.000.000

360.000.000

3.960.000.000

Loai twong lira: Web Application Firewall

- Chéng lai cac dang tan cong: Buffer overflow, CGI-
BIN parameter manipulation, form/hidden field
manipulation, forceful browsing, cookie or session
poisoning, broken ACLs, cross-site scripting (XSS),
command injection, SQL injection, error triggering
sensitive information leak, insecure use of
cryptography, server misconfiguration, back doors
and debug options, rate-based policy enforcement,
well known platform vulnerabilities, zero-day
exploits, cross site request forgery (CSRF), credit
card and other sensitive data leakage preventlon

- Ho tror uch hop cong cu quet cua hang thu 3 -
- Ho trg XML Security

- Co kha nang chdng lai cac cude tan cong XML
SQL injection va cross site scripting, XML message
validation, format checks, WS-I basic profile
compliance, XML, xPath injection attachment check,
xQuery Injection protection

He théng phan mém phat hién va tng pho cho diém
cudi (EDR)

Hé théng

1.625.000.000

1.625.000.000

1.625.000.000

1. Thu thép dit liéu

Thu thép hoat dong ciia users, threads va processes

Phan tich- memory, b cu'ng, két nbi mang, cac hanh vi
bat thudng cua ngudi dung B ]
_L0a1 trir cac Endp01nt co van de ra kh01 mang 11101 o
2. Canh bao )

_Canh bao du‘a tren hanh vi la
3. D1eu tra )

Cho phep d& dang tim kiém thong tin tir man hinh

quan ly




_4 Phan ung

Ho trg tim klem trén b nho va ﬂle

Memory Dumps Cho phep thu thap file dit heu tirxa|
ve XU Iy tai trung tm.

HO tro co che phan ung: Tlen Hosts ProcesSeS e
Users.

Hé théng phén mém phong chdng mi doc tap trung
cho toan tinh

Hé thdng

3.875.000.000

3.875.000.000

3.875.000.000

H3 tro giao dién web truc quan d& dang cho viée
quan tri hé théng.

Cho phep phan nhém céc mdy tram trong hé théng
mang d& dé quan ly.

Cho phép théng ké tinh hinh lay nhiém ma ddc theo
ting mdy tram, timg nhom, hodc toan b hé thong
trong khoang thoi glan bét ky k& tir khi hé thong
duoc trién khai.

Cho phép théng ké tinh hinh 14y nhiém ma djc theo
tu'ng dong timg loai ma doc trong khoang thoi gian
bét ky ké tir khi hé thdng duoc trién khai.

Cho phép Xuat bédo céo thanh dang file van ban.

Cho phép chu hinh ty dong xudt bao cao theo tudn,
theo thang, theo nim hodc theo thoi gian chi dinh.
Cho phép cAu hinh email ngucn nhén bao cdo.

H3 tro nhidu md hmh trién khai, cho phép trién khai
theo md hinh 1 cép hodc nhiéu cép.

Hé thdng mang riéng a0 (VPN)

Hé théng

4.550.000.000

455.000.000

5.005.000.000

6.1

Thiét bi VPN gateway Trung tdm

Thiét bi

1.800.000.000

1.800.000.000

180.000.000

1.980.000.000




Chirc nang:

- Concurrent Connections: 4.700.000
- New Connections/second: 300.000
- SSL Tunnel: 6.000

- IPsec Tunnel: 10.000

- DTLS Tunnel: 8.000

- SSTP Tunnel: 9.000

H3 tro cac giao thic:

- SSL VPN

- IPsec VPN

-DTLS VPN

- SSTP VPN

- Multi-factor Authentication

- OTP-based Authentication

- QoS

6.2

Thiét bi VPN tai cac don vi gidm sat

Thiét bi

10

275.000.000

2.750.000.000

275.000.000

3.025.000.000

Chuc néng

- Concurrent Connections: 1.700.000
- New Connections/second: 100.000
- SSL Tunnel: 1.000

- IPsec Tunnel: 2.000

- DTLS Tunnel: 2.000

- SSTP Tunnel: 5.000

H3 tro cac giao thirc

- SSL VPN

- IPsec VPN

-DTLS VPN

- SSTP VPN

- Multi-factor Authentication

- OTP-based Authentication

- QoS

Hé théng phong, chéng tan cong DoS/DDoS

Heé théng

2.500.000.000

2.500.000.000

250.000.000

2.750.000.000




Production Performance

- IPS Throughput: 7 Gbps

- Concurrent Connections: 4.700.000
- New Connections/Second: 300.000
Function

- AntiDDoS Network Layer

- AntiDDoS Application Layer

- AntiDDoS for Web server

- AntiDDoS for Mail service

- AntiDDoS for DNS server
Warranty: 3 years

~ Tw dong cap nhat cac mau nhén dién dAu hiéu tdn
- Chéng DDoS & Application Layer va Network
Layer (TCP SYN/ UDP/ ICMP Flood...)

§  |Hé thong phan mém diét virus cho méy chu He thong 225.000.000 225.000.000 0 225.000.000

1l |Hé thong giam st an ninh mang (SOC) 53.300.000.000]  597.000.000{ 23.897.000.000

1 |Hé théng giam sat va diéu hanh an ninh mang Hé thdng 13.000.000.000]  567.000.000] 23.567.000.000

[y |He thong gidm sit va diéu hanh an ninh mang tai 16.000.000.000]  234.000.000|  16.234.000.000
Trung tdm (Security Operations Center)

111 |Thidt bj x I trung tam ciia h¢ théng SOC Thiét bi 160.000.000 160.000.000 16.000.000 176.000.000




Processor 2.1G, 8C/16T, 9.6GT/s, 11M Cache,
Turbo, HT (85W) DDR4-2400 x1

- Memory 8GB RDIMM, 2666MT/s, Single Rank x4
- RAID C3, RAID 1 for 2 HDDs or SSDs (Matching
Type/Speed/Capacity) x1

- RAID/Internal Storage Controllers PERC H740P
Adapter RAID Controller x1

- Hard Drive 240GB SSD SATA Read Intensive
6Gbps 512 2.5in Hot-plug AG Drive,3.5in HYB
CARR, 1 DWPD,438 TBW x2

- Additional Network Cards On-Board Broadcom
5720 Dual Port 1Gb LOM x1

- Additional Network Cards Intel Ethernet 1350 Quad
Port 1GbE BASE-T Adapter, PCle Low Profile x3

- Additional Network Cards Intel X710 Dual Port
10GbE SFP+ Adapter, PCle Full Height x1

- Power Supply Dual, Hot-plug, Redundant Power
Supply (1+1), 750W x1

Thiét bj lwu tr dir lidu thp trung ctia trung tam SOC

Thiét bi

2.180.000.000

2.180.000.000

218.000.000

2.398.000.000




Processor 2x 3.8G, 4C/8T, 10.4GT/s, 16.5M Cache,
Turbo, HT (105W) DDR4-2933 x1

- Memory 8GB RDIMM, 2666MT/s, Single Rank x4
- RAID C4, RAID 5 for 3 or more HDDs or SSDs
(Matching Type/Speed/Capacity) x1

- RAID/Internal Storage Controllers PERC H730P
RAID Controller, 2GB NV Cache, Adapter, Full
Height x1

- Hard Drive 7.68TB SSD SAS Read Intensive
12Gbps 512e 2.5in Hot-plug Drive, PM1643, 1
DWPD, 14,016 TBW x14

- Network Daughter Card Broadcom 57416 Dual Port
10GbE BASE-T & 5720 Dual Port 1GbE BASE-T,
tNDC x1

- Additional Network Cards QLogic FastLinQ 41112
Dual Port 10GbE SFP+ Adapter, PCle Low Profile
x1

- Rack Rails 2U Combo Drop-In/Stab-In Rail x1

He thong phdn mém giam sat va diéu hanh an ninh

mang

Phian mém

13.660.000.000

13.660.000.000

13.660.000.000




SOC Core

- Nhén log tir céc hé thdng: may chu, thiét bi mang;
- SIEM, IDS Network Traffic Analyzer, Tich hop Al
phat hién tAn cong, tich hgp cong nghé SOAR

- Giam sat, luu trit traffic trén mang thong qua SPAN
Port hodc TAP.

- C6 kha nang luu trit raw log;

- Phan tich, Orchestrator, Forensic, Incident
Response

Dashboard hién thi théng minh

- K&t nbi: Firewall, WAF, AntiDDoS AV...

- Hién thi: co sor ha ting, két ndi mang, topo clia he
thong, cac chi sd an toan thong tin nhu ma doc, sb
cudc tAn cong website, tin cong co chu dich..

thong tin v& cAc hé théng canh béo, phét lnen X ly
su ¢b an toan thong tin.

App Mobile

-Canh bao (notlfy) thong qua Ung dung

-Tong hop tom t4t théng tin cta hé théng SOC

K&t ndi hé théng Giam st cia B Thong tin va
Truyén thong

1> |He théng giém sat tai Trung tam 2000:000.000 4.000.000.000] __ 218.000.000] __4.218.000.000
|5 |Thiétbithu thip va phan tich sy kién. logtai Trung | ppigi vy 5 180.000.000  2.180.000.000|  218.000.000{  2.398.000.000

tam




Processor 2x 3.8G, 4C/8T, 10.4GT/s, 16.5M Cache,
Turbo, HT (105W) DDR4-2933 x1

- Memory 8 GB RDIMM, 2666MT/s, Single Rank x4
- RAID C4, RAID 5 for 3 or more HDDs or SSDs
(Matching Type/Speed/Capacity) x1

- RAID/Internal Storage Controllers PERC H730P
RAID Controller, 2GB NV Cache, Adapter, Full
Height x1

- Hard Drive 7.68TB SSD SAS Read Intensive
12Gbps 512e 2.5in Hot-plug Drive, PM1643, 1
DWPD, 14,016 TBW x14 |

- Network Daughter Card Broadcom 57416 Dual Port
10GbE BASE-T & 5720 Dual Port IGbE BASE-T,
NDC x1

- Additional Network Cards QLogic FastLinQ 41112
Dual Port 10GbE SFP+ Adapter, PCle Low Profile
x1

- Rack Rails 2U Combo Drop-In/Stab-In Rail x1

1.2.2

Ban quyén phin mé&m cho thiét bi thu thap va phan
tich su kién, log ctia Trung tam

Phin mém

1.820.000.000

1.820.000.000

1.820.000.000




Tinh nang:

_ Tiép nhén dif liéu tir cac Agent cai trén cac may chu
va thiét bi cAn gidm sét guri v& va luu lai tai server
trung tAm phuc vu cho phéan tich va diéu tra.

- Thu thap dit liéu log va flow: Thu thip, xu 1y, canh

bao va luu trit dit lidu log va flow tu nhidu thiét bi, hé
théng khac nhau phuc vy quan sat, theo ddi va phan
tich diéu tra chia mot trung tam SOC

-Thu thap goi tin luu lugng mang: Phuc vu phén tich
diéu tra truy vét trong trung tAm vén hanh bao mét
SOC.

- Phan tich va hru tri

-5 tro xtr ly dit ligu 1én t&i 10 Gbs

rm

diém gidm sét

1o thong gidm sét tai che diém gidm sét 300.000.000] _ 3.000.000.000]  115.000.000 3 115.000.000
T L thu thp va phén tich su kién, log ta1 €A% Thibtbi | 10 115.000.000|  1.150.000.000  115.000.000 1265.000.000




Processor 2.1G, 8C/16T, 9.6GT/s, 11M Cache,
Turbo, HT (85W) DDR4-2400 x1

- Memoryi 8GB RDIMM, 2666MT7/s, Single Rank x2

- RAID C4, RAID 5 for 3 or more HDDs or SSDs
(Matching Type/ Speed/Capacity) x1

- RAID/Internal Storage Controllers PERC H740P
Adapter RAID Controller x1

- Hard Drive 2TB 7.2K RPM SATA 6Gbps 512n
3.5in Hot-plug Hard Drive x6

- Additional Network Cards On-Board Broadcom
5720 Dual Port 1Gb LOM x1

- Power Supply Dual, Hot-plug, Redundant Power
Supply (1+1), 750W x1

_ Rack Rails ReadyRails™ Static Rails for 2/4-post
Racks x1

1.3.2

Ban quyén phén méam cho thiét bi thu thap va phan
tich su kién, log ctia cac diém giam sat

Phan mém

10

185.000.000

1.850.000.000

1.850.000.000




Tinh nédng:

- Tiép nhan dit liéu tir cdc Agent cai trén cc may chu
va thiét bi cAn giam sat giri v& va hru lai tai server
trung tdm phuc vu cho phan tich va diéu tra.

- Thu thap dit liéu log va flow: Thu thép, xir ly, canh
bao va lwu trit dit lidu log va flow tir nhiéu thiét bi, hé
thdng khac nhau phuc vu quan sat, theo ddi va phan
tich diéu tra ctia mét trung tam SOC

-Thu théap g6i tin luu lwgng mang: Phuc vu phén tich
didu tra truy vét trong trung tim van hanh bdo méat
SOC.

- Phén tich va luu triv

- HS tro xit ly dit liéu 1én t6i 1 Gbs

Hé théng thiét bi quan trac co sé tai Trung tam va 10

2 2 ., 70.000.000 300.000.000 30.000.000 330.000.000
diém giam sat
Thiét bi trich xuét ludng dit lidu tai Trung tm: A1
: ' . A .000.000 100.000.000 10.000.000 110.000.00
21 Tap quang: Cubro: Optical TAP, up to 100G Thit bi 2 50.000.00 0.000.00 0 0
Thiét bi trich xut ludng dit liéu tai cac diém giam
22 |sat Thiét bi 10 20.000.000 200.000.000 20.000.000 220.000.000
Tap dbng: Cubro: Copper 01 Link 1G
Il |Thiét bi mang 3.400.000.000 340.000.000 3.740.000.000
1 Switch ving DMZ Bo 2 250.000.000 500.000.000 50.000.000 550.000.000

48 x 10/100/1000 10G SFP + Céng quang

Sb x&p chdng t6i da: 9

Bing thong stack: 480 Gpbs

Giao thiic dinh tuyén: BGP-4, EIGRP, EIGRP cho
IPvé6, IS-IS, OSPFv3, PIM-SM, PIM-SSM, RIP-1,
RIP-2,RIPng.




Switch core Trung tdm

1.500.000.000

1.500.000.000

150.000.000

1.650.000.000

Bing théng 500Mbps-1Gbps, 4 WAN/LAN ports, 4
SFP ports, 8G FLASH,4G DRAM.

Multi-Core CPU, Dual-power, Security, Voice,
WAAS, separate control data and services CPUs)
hodc twong duong

L

Switch vung server

250.000.000

1.000.000.000

100.000.000

1.100.000.000

48 x 10/100/1000 10G SFP + Cong quang

So xep chong t01 da 9

Bang thong stack 480 prs

Giao thire dinh tuyén: BGP-4, EIGRP, EIGRP cho

IPv6, IS-IS, OSPFv3, PIM-SM, PIM-SSM, RIP-1,
RIP-2 RIPng ‘

Switch truy cédp tdp trung

100.000.000

400.000.000

40.000.000

440.000.000

48 cong 10/100/1000BASE-T, 4 cbng 1/10GbE
SFP/SFP+, 2 cdng 40 GbE

IV

M4y chi

12.380.000.000

1.238.000.000

13,618.000.000

Khung may chu

1.847.808.000

1.847.808.000

184.780.800

2.032.588.800

-1x 1M QSFP+to QSFP+DAC

10U; Lap t3i da dugc 32 may chi phién. T6i da 16
may chi phién kich thuéc half-height
-1x Flex Address Plus 8GB

"_- 1x CMC Extended Storage card 8GB

_9 % /O Blade Switch 10/40 GbE di kém cdc

module ¢ dinh kém

-1 x 4x10Gb SFP+ module -

-- 4 X 10Gb SFP+ SR transcetver

2 * FC16 Switch + AG, 24 ports with 4x16G_

- 4x 16Gb FC transcelverB SFPs, Redundant ]

6 ngudn dy phong, cdm nong (3+3 3000W)

May chi phién

754.024.000

6.032.192.000

603.219.200

6.635.411.200




- 2*Intel Xeon Gold 6130 2.1G, 16C/32T _
- 8*32GB RDIMM 2666MT/s

-2 2*600 GB SAS 15K

1 - H33O Controller

NDC

- QLogic 57840S 10Gb Quad Port KR CNA Blade

- QLogic QME2662 16Gbps FC

Hé thong sao luu du phong dit lidu

Hé thong

4.500.000.000

4.500.000.000

450.000.000

4.950.000.000

| - Controller: Dual controller
- Cache per controller 8GB o

-RAID 0, 1, 5, 6, and 10; Distributed RAID 5 and 6

- 02 X Power Etlpply

Response o
-12x HDD 6 B 7,200 rpm 12 Gb SAS
-16Gb FC 4 Port Host Interface

- Warranty 3 Year Onsite Repa1r 24x7x4 Hour

Tong cdng

80.714.200.000

5.765.920.000

86.480.120.000
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